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Abstract: The digital revolution has fundamentally altered the way individuals communicate, interact, and
participate in society. While digital platforms have empowered women by enhancing access to education,
employment, and expression, they have also created new spaces for gender-based violence. Cyberstalking,
online sexual harassment, non-consensual dissemination of intimate images, impersonation, and digital
defamation disproportionately affect women and often operate as extensions of offline patriarchal control. In
India, legal protection against such offences is primarily provided through the Indian Penal Code, 1860 and
the Information Technology Act, 2000, supplemented by constitutional guarantees and judicial
interpretation. This research paper critically examines the effectiveness of these legal frameworks in
addressing crimes against women in both physical and virtual spaces. Through doctrinal analysis, judicial
scrutiny, and feminist legal critique, the paper evaluates whether existing laws adequately recognise gender-
specific harms, ensure access to justice, and provide meaningful deterrence. The study identifies gaps in
legislation and implementation, highlights enforcement challenges, and proposes reforms to strengthen
women’s safety and dignity in an increasingly digital society.
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Introduction

The history of women’s safety in India cannot be understood in isolation from the broader social,
cultural, and political forces that have shaped gender relations. Even in Rigvedic period women enjoyed a
high social status, with certain protections that positions that positioned them as active participants in
household, educational, and religious life. Although the society was patriarchal, the Rigveda depicts women
with significant agency, including the right to education, the right to choose their partners, and the right to
property. However later Vedic texts saw a decline in the rights of women. In the medieval India the status of
women declined, characterised by severe patriarchal constraints, including the prevalence of purdah, sati,
Jauhar and child marriages. During colonial rule, the government introduced initial acts like Bengal Sati
Regulation Act of 1829, Hindu Widows Remarriage Act 1856, Female Infanticide Prevention Act of 1870,
Age of Consent Act of 1891, Married Women’s Property Act of 1882. Later Government of India Act 1919
enabled provincial legislatures to grant women the right to vote, Child Marriage Restraint Act of 1929 also
known as Sarda Act, Hindu women’s Rights to Property Act 1937 provided Hindu widows with the right to
inherit a share of their husband’s property.

IJRARLEOPO024 | International Journal of Research and Analytical Reviews (IJRAR) www.ijrar.org \ 122



© 2026 IJRAR February 2026, Volume 13, Issue 1 www.ijrar.org (E-ISSN 2348-1269, P- ISSN 2349-5138)

For centuries, women’s lives have been regulated by patriarchal norms that governed their mobility,
sexuality, labour, and speech. Law, as a social institution, has played an ambivalent role in this context: at
times reinforcing patriarchal authority, and at other times serving as a tool for reform and resistance. In the
twenty-first century, this historical struggle has entered a new phase with the rise of digital technology. The
internet, social media platforms, and mobile communication have become deeply embedded in everyday
life. For women, these spaces offer both promise and peril. On one hand, digital platforms enable self-
expression, political participation, economic independence, and community-building beyond traditional
constraints. On the other hand, they expose women to new forms of surveillance, harassment, and abuse that
are often invisible, persistent, and difficult to escape.

Unlike physical violence, digital violence does not require physical proximity. A woman can be
harassed, threatened, or humiliated across multiple platforms, at any time of day, often by anonymous
perpetrators. The permanence of digital content means that harm can continue long after the initial act,
affecting a woman’s reputation, mental health, and social relationships. In extreme cases, online abuse
escalates into offline violence, demonstrating the porous boundary between the digital and physical worlds.
India’s legal system, rooted in colonial-era legislation such as the Indian Penal Code of 1860, was not
designed to address these realities. The enactment of the Information Technology Act in 2000 marked a
significant attempt to regulate digital spaces, yet questions remain about whether the law has kept pace with
technological change and social need. This paper explores these questions by examining how Indian law has
responded to crimes against women in both historical and contemporary contexts.

Historical Background: Law, Gender, and Control

The Indian Penal Code, drafted during British colonial rule, reflects nineteenth-century ideas about
morality, gender, and social order. Women were largely viewed as subjects requiring protection rather than
as autonomous individuals with rights. Concepts such as “modesty” and “honour” shaped the legal
understanding of offences against women, often prioritising social morality over women’s lived
experiences. After independence, the Indian state inherited this legal framework and gradually introduced
reforms to address gender inequality.  Movements against dowry deaths, custodial violence, and sexual
assault in the late twentieth century led to important amendments and judicial interventions. In addition to
constitutional provisions, from 1950 Hindu Code Bill to Nari Shakthi Vandan Adhiniyam 2023 so many
legislative initiatives were taken in favour of women However, these reforms primarily addressed physical
and domestic spaces, leaving public and symbolic spaces—such as media and communication—relatively
unexamined. The arrival of digital technology disrupted these boundaries. Social media platforms blurred
the distinction between public and private life, exposing women’s personal identities to public scrutiny. This
shift has significant historical implications. Where earlier forms of control operated through family and
community structures, digital control operates through visibility, shaming, and surveillance. From a
historical perspective, digital violence against women can be seen as a continuation of older practices of
social regulation. Moral policing, character assassination, and sexualised punishment have long been used to
discipline women who transgress social norms. The internet has amplified these practices, enabling mass
participation and rapid dissemination.

Women, Digital Spaces, and New Forms of Violence

Digital violence against women takes many forms, ranging from unsolicited messages and abusive
comments to coordinated harassment campaigns and non-consensual image sharing. These acts are often
dismissed as trivial or inevitable aspects of online life, yet their cumulative impact can be devastating. For
many women, especially young students and professionals, online abuse leads to self-censorship and
withdrawal from digital spaces. This has broader implications for freedom of expression and democratic
participation. When women are silenced or driven offline, public discourse becomes skewed, reinforcing
male dominance in digital narratives. Cultural expectations play a significant role in shaping responses to
digital abuse. Women are frequently blamed for their victimisation, with questions raised about their
clothing, behaviour, or online presence. Such attitudes discourage reporting and reinforce the idea that
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women must regulate themselves rather than demanding accountability from perpetrators. From cultural
studies perspective, digital abuse can be analysed as a form of narrative violence. The circulation of
rumours, images, and defamatory content constructs damaging stories about women that are difficult to
challenge. These narratives often draw on familiar tropes of shame, purity, and respectability, demonstrating
how traditional gender ideologies persist in digital form.

The Indian Penal Code and Women’s Protection

The Indian Penal Code remains a central instrument for addressing crimes against women. Over
time, amendments have expanded its scope to recognise a wider range of gender-based harms. Provisions
dealing with sexual harassment, stalking, and voyeurism reflect an attempt to respond to contemporary
realities. However, the language and structure of the IPC continue to reflect older assumptions. The
emphasis on concepts such as modesty and reputation can obscure the harm experienced by women and
shift focus away from autonomy and consent. Moreover, applying these provisions to digital contexts often
requires creative interpretation, placing a heavy burden on victims and the judiciary. From a historical
standpoint, this highlights the tension between continuity and change in Indian law. While the IPC has
evolved, it still carries traces of its colonial origins, raising questions about its adequacy in addressing
modern forms of violence.

The Information Technology Act: A New Legal Frontier

In India, the first major legislative initiative to provide a framework online harassment and abuse of
women was the Information Technology (IT) Act,2000. It was enacted at a time when digital technology
was still emerging in India. Its primary focus was electronic commerce and data regulation, rather than
gender justice. This legislation lacked specific provisions for gender-based crimes. Gradually the legal
system was significantly strengthened to protect women particularly from digital abuse through subsequent
amendments and laws. Information Technology (Amendment) Act,2008, introduced Section 66E (violating
privacy by capturing/ transmitting private images) and strengthened sections regarding obscene content
(Section 67 and 67A). Criminal Law (Amendment) Act 2013, following the 2012 Delhi gang rape case,
specific amendments to the IPC, including Section 354D (stalking/cyber stalking) and Section 354C
(voyeurism), which directly addressed the online harassment and stalking of women. Information
Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules 2021 emphasised social media
platforms to implement better grievance redressal mechanisms and remove illegal content, including sexual
content and morphed images, within twenty-four hours.

Some key provisions pre-2024 including Section 66E (IT Act) privacy violation (non-consensual
sharing of intimate images) Section 67/67A (IT Act) publishing/transmitting obscene or sexually explicit
material, Section 354D (IPC) cyber stalking (monitoring or contacting a woman online against her will)
Section 509 (IPC) insulting the modesty of a woman) lewd comments/ remarks). The Indian Penal Code
(IPC) has been replaced by the Bhartiya Nyaya Sanhita (BNS) 2023 on 1% July 2024. Which maintains and
strengthens these protections under new sections. Over time, provisions addressing privacy and obscene
content have been used to tackle online abuse against women. Yet, the Act has been criticised for its limited
gender sensitivity. It treats cyber offences largely as technical violations, without fully recognising their
social and psychological dimensions. For women, digital harm is rarely just about data or images; it is about
dignity, safety, and social standing.

Law as a Social Text: Gender, Power, and Interpretation

Law does not operate in a social vacuum. From a historical and cultural perspective, legal texts
reflect the values, anxieties, and power structures of the societies that produce them. When examining laws
intended to protect women, it becomes essential to analyse not only their wording but also how they are
interpreted and enforced. In the context of digital violence, this interpretative dimension becomes especially
significant, as courts and law enforcement agencies must apply older legal concepts to new forms of harm.
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Judicial interpretation has played a crucial role in bridging the gap between outdated statutory
language and contemporary realities. Courts have increasingly recognised that online harassment,
cyberstalking, and non-consensual dissemination of images constitute serious violations of women’s dignity
and personal liberty. By interpreting constitutional guarantees of equality, dignity, and privacy in a
purposive manner, the judiciary has attempted to adapt existing laws to the digital age. However, reliance
on judicial creativity also highlights the limitations of the legislative framework. When protection depends
largely on interpretation rather than clear statutory recognition, outcomes can vary widely. Women from
marginalised backgrounds, with limited access to legal resources, are particularly disadvantaged in such a
system. This uneven application of justice reflects broader social inequalities and raises important questions
about access to justice in a digital society.

Feminist Perspectives on Digital Violence

Feminist scholarship offers valuable tools for understanding why digital violence disproportionately
affects women and why legal responses often fall short. From this perspective, online abuse is not an
isolated phenomenon but an extension of patriarchal control into new technological spaces. The anonymity
and reach of the internet provide perpetrators with a sense of impunity, while social norms continue to
police women’s behaviour more harshly than men’s. A key feminist critique of existing legal frameworks is
their reliance on gender-neutral language. While neutrality appears egalitarian, it often ignores structural
inequalities and lived realities. Women experience digital harm differently due to social expectations
surrounding sexuality, honour, and respectability. A leaked image or defamatory post can have far more
severe consequences for a woman than for a man, affecting marriage prospects, employment, and family
relationships. Feminist scholars also emphasise the emotional and psychological dimensions of digital
violence, which are frequently overlooked in legal discourse. Anxiety, depression, and fear resulting from
online harassment are real harms that demand recognition. When the law focuses narrowly on physical
injury or material loss, it fails to capture the full impact of digital abuse on women’s lives.

Enforcement Challenges and Social Barriers

Even where legal provisions exist, their effectiveness depends on enforcement. One of the most
significant challenges in addressing digital violence against women is underreporting. Social stigma, fear of
retaliation, and lack of trust in institutions discourage many women from seeking legal remedies. In some
cases, victims are met with scepticism or moral judgement, reinforcing the perception that reporting will
only lead to further harm. Law enforcement agencies often lack the technical expertise required to
investigate cyber offences effectively. Digital evidence can be complex, transient, and difficult to trace,
especially when perpetrators operate across jurisdictions. Delays in investigation and prosecution further
undermine the deterrent effect of the law and erode confidence in the justice system. Social attitudes also
play a crucial role in shaping enforcement outcomes. When digital abuse is trivialised as “online drama” or
dismissed as a private matter, it fails to receive the seriousness it deserves. This normalisation of abuse
reflects broader gender biases and reinforces the marginalisation of women’s experiences.

Comparative Perspectives: Learning from Other Societies

A comparative perspective reveals that many countries have struggled with similar challenges in
addressing digital violence against women. Some jurisdictions have enacted specific laws targeting non-
consensual image sharing, online harassment, and cyberstalking. These legal developments recognise that
digital harm requires tailored responses rather than reliance on general criminal provisions. In contrast,
India’s approach has largely involved adapting existing laws to new contexts. While this provides
flexibility, it also creates ambiguity and inconsistency. Clearer legislative recognition of gendered digital
harm could enhance both awareness and enforcement. Comparative analysis suggests that specialised
legislation, combined with strong victim support mechanisms, can improve access to justice. However,
legal reform alone is insufficient. Cultural change, education, and public awareness are equally important.
Digital spaces are shaped not only by laws but also by social norms and collective behaviour. Addressing
digital violence therefore requires a holistic approach that integrates legal, social, and educational strategies.
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The Role of Education and Digital Literacy

Education plays a critical role in preventing and addressing digital violence. Digital literacy
programs can empower women to navigate online spaces safely, recognise abusive behaviour, and access
available remedies. At the same time, education must challenge harmful gender norms that legitimise abuse
and silence victims. From cultural studies perspective, media literacy is particularly important.
Understanding how narratives are constructed and circulated online enables individuals to critically engage
with digital content and resist harmful stereotypes. Educational institutions have a responsibility to foster
inclusive and respectful digital cultures that value women’s voices.

Towards a More Inclusive Legal Framework

A historically informed and feminist approach to law highlights the need for reform that goes
beyond technical amendments. Legal frameworks must explicitly recognise the gendered nature of digital
harm and prioritise women’s dignity and autonomy. This includes simplifying reporting mechanisms,
providing psychological support, and ensuring confidentiality for victims. Institutional reforms must be
accompanied by accountability measures for online platforms, which play a significant role in shaping
digital environments. Transparent and timely responses to complaints can prevent prolonged harm and
signal that digital abuse will not be tolerated.

Conclusion:

The evolution of digital technology has transformed both the nature of violence against women and
the challenges faced by legal systems. In India, the Indian Penal Code and the Information Technology Act
represent attempts to address these challenges, yet their effectiveness remains uneven. From a historical and
gendered perspective, digital violence emerges as a continuation of longstanding patterns of control and
marginalisation, now expressed through new technological forms. While legal reforms and judicial
interpretation have made important strides, significant gaps remain in awareness, enforcement, and cultural
attitudes. Protecting women in digital spaces requires more than statutory provisions; it demands a holistic
approach that integrates law, education, and social change. By recognising digital violence as a serious and
gendered harm, Indian society can move closer to ensuring that technology serves as a tool of empowerment
rather than oppression.
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