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Abstract— An unprecedented rise in Unified Payment
Interface (UPI) for the transactions in rural areas make them
prone to fraud. In this paper, authors present a new method
for detecting UPI fraud based on the name of the bank
account, transaction ID, and the amount of money that has
been transacted. Three machine learning algorithms—
Random Forest, K-Nearest Neighbor (KNN), and Decision
Tree—are employed to classify transactions into two
categories: Some of the messages so designed were ‘Fraud:
Unusual Activity Detected” and ‘No Fraud: Details Verified
and Processed’. Also, Random Forest provides high accuracy
level in comparison to possible overfitting, KNN has a further
advantage in comparison to other labeled datasets, and
Decision Tree contributes to better understanding of an
algorithm for making decisions. The idea of the new system
is to enhance the problem of fraud in UPI transactions in rural
areas to avoid unauthorized transactions.
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l. INTRODUCTION

The UPI has become one of the most popular platforms to
carry out digital transactions since it allows users to transact
across devices without creating multiple service instances or
multiple identities. Given its rather active expansion,
particularly in the rural areas, the UPI has emerged into an
indispensable element of the digital economy. On a brighter
note, the following is a good indication that the use of UPI
increases significantly, it also comes with a potential defence
of a series of fraud, such as phishing, identity theft and
transaction manipulation. To those using the digital payment
systems, these threats are very risky and expose the financial
institutions to loss of consumers’ confidence in their digital
payment systems[1].

To manage these issues, this project intents to design an
effective fraud detection system for UPI transactions using a
machine learning approach. Specifically, it explores the use
of three widely used algorithms:These algorithms are selected
in order to sort the transactions based on its details, including
initials of the bank account name, transaction number, and
amount, and to distinguish them into right and fake
transactions. On its side, the Random Forest classifier is well
known for being accurate and also avoiding over fitting the
data as compared to KNN which is very logical and intuitive
way of classification of data.

A. Obijective Of The Study

That is why, the primary objective of this project will be to
create the fraud detection model for UPI transactions where
it will be possible to analyze key details about the specific
transaction, including account name, transaction ID, and the
amount of the particular transaction. Our objective is to
implement a robust framework using machine learning
algorithms classify transactions as either "Fraud: Essential
warning: Fraud Alert Note or False information: All the
following details are accurate. The idea is to leverage from
these algorithms and develop a system that will reduce false
positives for genuine transactions while at the same time
increasing efficiency in the detection of fraudulent ones. This
model will improve on the security of the UPI payment
system to provide users with more secure and convenient
payment solution. In the long-run, we intend to incorporate
this model to actual financial systems to protect users and
prevent fraudulent transactions..

B Scope Of The Study

The objective of this project is to design a dynamic system
for detecting fraud in Unified Payments Interface (UPI) by
considering different aspects of a transaction information
including the account name, transaction number, and average
amount of the transaction. We will implement three machine
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learning algorithms: The current employed models are
Random Forest, K-Nearest Neighbors (KNN), and Decision
Tree. Each algorithm will be evaluated for its effectiveness in
classifying transactions as either "Fraud: Examples of good
messages include “Suspected Fraud Usual Trade Detected”
or “No Fraud Found, Documents Checked and Worsted.”
Thus, the integration of these models has been developed to
address security issues in the UPI transactions in order to
provide users with a dependable way to prevent and identify
fraud and at the same time facilitating the smooth flow of
legitimate transactions. Through the comparison of these
classifiers the project will determine which of them is more
favourable for real-world utility in financial systems and
hence enhance user confidence and security in e-payments.

C Problem Statement

Considering the efficient of United Payments Interface
(UPI) as adopted means of digital transaction, the incidences
of identity theft and phishing have tripled bringing about
considerable risk to the users plus the financial institutions.
More so, traditional security mechanisms cannot effectively
prevent these threats in a real-time basis as the UPI
transactions increase. Hence, this project aims at proposing a
highly efficient machine learning based system to fill the
existing gap on UPI fraud detection. Transaction attributes
like account name, Transaction 1D and amount will be input
in the system where Random forest, KNN, decision tree and
other algorithms will be used to categorize the transactions as
normal or suspicious[15].

1. RELATED WORK

The detection of fraud in digital payments has remained a hot
topic of discussion due in part to the rise of online payments
like UPI. Many past researches have proposed applying the
machine learning techniques to identify the fraudulent
transactions with screening the important attributes of the
transactions including transaction volume, account
information, and activity profiles. This section presents a
literature review analyzing prior literature associated with
fraud detection, focusing on the methods used, the difficulties
faced, and the main advancements of the paradigm.

Conventional Techniques Used in Fraud Identification

In the beginning, the detection of the fraud used rule-based
systems that means that in the data set where a fraud could
occur, some conditions had to be met like the limit of the
transaction, the place where the transaction takes place or
repeated transaction [2]. The rule-based approaches are easy
to implement because they are based on simple differentiation
rules but are relatively slow in detecting new variants of fraud
and often need to be updated manually. With the
advancements in infrastructure for digital payments, the
requirements for adaptive and data-adaptive systems arrived
at; the use of machine learning algorithms.

Another domain of its growing acceptance is known as
Machine Learning in Fraud Detection.

The fields of data mining and specifically, machine learning
(ML) is capable of presenting a reliable paradigm for fraud
detection based on past records of transactions. In the

classification of fraud detection, different types of fast and
effective Machine Learning (ML)[3] algorithms.

1. Random Forest:

Random Forest has been recommended widely in fraud
detection because of high accuracy it postulates besides the
fact that it is designed to handle imbalanced data sets. For
instance, Random Forest was used to identify credit card
fraud by Banerjee et al., 2021. It can also be evident that the
algorithm seems to be an ensemble one that reduces the
probability of overfitting even as it delivers accurate
classifications. It has been particularly effective where the
complexity in the interactions of such features as the amount
of the transaction and account type has been exhibited.

2. K-Nearest Neighbors (KNN):

KNN has been implemented due to its usefulness in the
categorization of transactions depending on their similarity to
other labeled data. Other authors like [4Jused KNNe for
detecting fraud transactions by comparing between the setting
responses feature to those of fraudulent behaviors. Compared
to other algorithms, KNN works fine with less number of
samples but when tested on large volumes, it may reduce
computational speeds thus undesirable in this field[16].

3. Decision Trees:

Another model belonging to this family is the Decision
Trees since they are available with fast interpretability. The
approach mentioned above presents unambiguous directions
for the decision, so it is simpler to comprehend how particular
transactions fall under certain categories. Another machine
learning algorithm used by Sharma et al. (2022) in prevention
of fraud in UPI[5] transactions is Decision Trees, in which
the authors established an impressive precision rate of
anomaly identification in UPI transactions.

Risk Management: Fraud Detection by Ensemble Methods
To enhance the classification accuracy the authors have also
tried ensemble methods like Gradient Boosting and Voting
Classifiers[6]. These techniques utilize more than one
algorithm and is always more precise with the results it yields.
The results of the present research indicate that the ensemble
is successful in classifying more variants than other models
based on accuracy and robustness with a focus on the cases
of the imbalanced data such as fraud detection.

UPI Fraud Detection

These specific features of UPI transactions worsen the fraud
detection problem even more due to real-time transactions’
processing and a small number of details included in such a
transaction[7].

A.Proposed System Workflow

1. Data Collection
The initial step involves gathering data from UPI transaction
logs. This data forms the foundation for training and
evaluating the fraud detection system[8]. The dataset
typically includes:

> Bank Account Name: Identifies the account holder.

> Transaction ID: A unique identifier for each transaction.
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> Transaction Amount: Specifies the amount transferred in
the transaction.

> Timestamp: Indicates when the transaction occurred.

Transaction Status: Labels transactions as legitimate
("No Fraud") or fraudulent ("Fraud").

> Additional Features: Optional data points like transaction
location, device information, or IP address to enhance the
detection process.

> Data is collected from multiple sources, such as bank
APIls, UPI gateways, or anonymized datasets from
financial institutions. Privacy and security protocols are
strictly followed to protect sensitive user information.

2. Data Preprocessing

Raw transaction data is often messy and inconsistent,
requiring preprocessing to make it suitable for analysis[9].
Key preprocessing steps include:

» Handling Missing Values: Missing entries in features
like transaction amount or timestamp are addressed using
methods such as mean/median imputation for numerical
data or mode imputation for categorical data.

> Normalization and Scaling: Features such as transaction
amount are normalized to bring all numerical values into
a comparable range, reducing bias during model training.

> Categorical Encoding: Non-numerical features like bank
account names are converted into numerical
representations using techniques like one-hot encoding
or label encoding.

> Outlier Detection: Transactions with extreme values,
such as abnormally high amounts, are flagged and either
treated or removed based on context.

> Balancing the Dataset: Fraudulent transactions are
usually less frequent than legitimate ones, leading to an
imbalanced dataset. Techniques like oversampling (e.g.,
SMOTE) or undersampling are applied to address this
imbalance.

> Preprocessing ensures that the dataset is clean,
consistent, and ready for machine learning algorithms.

3. Feature Engineering

Feature engineering is the process of one or both of two
processes; deriving new features that would in turn, have
reasonable meaning to the model or enhancing the existing
features to enhance the predictive strength of the model. In
this step:

> Behavioral Features: Specified regularities including the
transaction rates, average transaction value, and
variations from user activity norms [10]

> Anomaly Detection Metrics: Specificity features that
suggest the emergence of isolated behavior, including
changes in the number of transactions and multiple
transactions over a short period, are developed.

> Time-Based Features: Year, month, and day of the week
as well as hours of the day or, in general, certain holidays
could indicate untypical  operations.Correlation

Analysis:  Relationships  between features (e.g.,
transaction amount and frequency) are analyzed to
eliminate redundant or irrelevant features.
These engineered features provide the machine learning
models with richer information for fraud classification.
4. Model Training
The core of the system is the use of machine learning
algorithms to classify transactions as "Fraud" or "No Fraud."
Three algorithms are implemented:
Random Forest:

> A technique of using many decision trees, and the hope
is to create a more precise and less prone to overfitting.

> Is capable of handling imbalanced datasets and gives
scores as to how important each feature is in a data set.

> Suitable for large datasets with large variance.rees to
enhance accuracy and robustness.

> Handles imbalanced datasets effectively and provides
feature importance scores, allowing insights into the
significance of each feature.

> Suitable for complex datasets with high variance.
K-Nearest Neighbors (KNN):

> Classifies transactions based on similarity to historical
data.

> ldeal for detecting fraud patterns that closely resemble
past fraudulent activities.

> Computationally intensive for large datasets, requiring
optimization for scalability.
Decision Tree:

> Creates a hierarchical structure where transactions are
split based on feature thresholds.

> Highly interpretable, providing clear rules for why a
transaction is classified as fraud or not.

Useful for identifying distinct fraud patterns.

> Hyperparameter tuning (e.g., adjusting the number of
trees in Random Forest or the number of neighbors in
KNN) is conducted to optimize model performance.

5. Model Evaluation

The models being developed are validated through a

validation session utilizing testing data to assess the models

reliability. Key performance metrics include:

» Accuracy:  Measures  overall  correctness  of
classifications.

> Precision: Evaluates the proportion of transactions
correctly identified as fraud out of all flagged
transactions.

> Recall: Det ermines the model’s ability to detect all
actual fraudulent transactions.

> F1-Score: Balances precision and recall, providing a
single metric for performance comparison.
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Fig 1: System Architecture of Analysis

Fig 2: Testing Flow chart of Analysis

1. METHODOLOGY

A. Random Forest Classifier

Is method of ensemble learning technique where while
training it generates multiple decision trees and inturn
provides the mode of categories (classification) or mean of
prediction by trees (regression). It helps in increasing
accuracy, and then reducing the level of overfitting next [14].
Key characteristics of Random Forest:

> Ensemble Method:
It adopts the forest where the final prediction is derived
from combining the results by multiple decision trees.

> Bootstrapping:
The tree in the forest is constructed from the random
bootstrap samples and with replacement.

» Random Feature Selection:
The feature space is considered only of a random sample
of features when splitting nodes and this practice
promotes both accuracy and model diversification.

> Robustness:
Specifically, the Random Forest algorithm is less likely
to overfit than the decision trees used individually — thus
making it a strong stable algorithm.

> Use Cases:
It’s applied to classification and regression problems,
for instance, fraud schemes identification, recommender
systems and health forecasting

"
1
b= 7 ; hy ()

Where TTT is the number of trees and ht(x)h_t(x)ht(x) is the
prediction of tree ttt for input.

B. Decision Tree

A tree is like many things in real life and it novely turns out
that it has to do with a large swath of the field of machine
learning that includes both classification and regression trees.
In decision analysis, decision trees may also be effectively
defined as graphical and unambiguous representations of
decisions. As the name suggests they are a type of model that
is in the form of a tree of decisions in an organization.
Although often employed as a means by which to arrive at a
method for attaining a specific objective in the case of data
mining.

Gini(D) — 1 — E ps
i=1

Where (pi)is the probability of class (i) in dataset D

V. RESULT

A. Decison Tree Model results

Accuracy Score of DecisionTreeClassifier= 8.78785557668084654

f1 score score fo DecisionTreeClassifier = B.7865612219437845

I oo I I

precision_score of DecisionTreeClassifier is= 8.7876292691485

recall score of DecisionTreeClassifier is .7B54860867427982

coonfusion matrxi of DecisionTreeClassifier
[[36467 ©775]
[ o9ea@ 36253]]

Fig 3: Metrics-Accuracy, F1 score for Decision tree
The Decision tree classifier achieved an accuracy of 78.67%,

indicating that about two-thirds of the predictions were
correct. The F1 score of 0.78 highlights a balance between
precision (78.36%) and recall (78.75%). The confusion
matrix shows 11,294 true positives, 11,184 true negatives,
5,923 false positives, and 5,825 false negatives, reflecting the
model's performance in predicting both classes.

Confusion Matrix
- 12000

- 11000
- 10000

- 2000
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- 7000

- 6000

o 1
Predicted

Fig 4: Confusion matrix for Decision tree

The confusion matrix evaluates the model's predictions. Out
of 17,217 actual class 0 instances, 12,140 were correctly
predicted (true negatives), while 6,206 were misclassified
(false positives). For 17,009 actual class 1 instances, 10,803
were correctly predicted (true positives), and 5,077 were
misclassified (false negatives). The matrix reflects the
balance between errors and correct predictions for both
classes, with slightly better performance for class 1.

IJRAR25B3295 | International Journal of Research and Analytical Reviews (IJRAR) www.ijrar.org | 825



© 2025 IJRAR May 2025, Volume 12, Issue 2

www.ijrar.org (E-ISSN 2348-1269, P- ISSN 2349-5138)

B. Random Forest Model results

Accuracy Score of RandomForest= @.862784782726338

coonfusion matrxi of RandomForest =
[[39217 7@25]
[ 5653 48508]]

Fig 5: Metrics-Accuracy, F1 score for Random Forest
The Random Forest classifier achieved an accuracy of 86.67%,

indicating that about two-thirds of the predictions were
correct. The F1 score of 0.86 highlights a balance between
precision (85.36%) and recall (87.75%). The confusion
matrix shows 11,294 true positives, 11,184 true negatives,
5,923 false positives, and 5,825 false negatives, reflecting the
model's performance in predicting both classes.

Confusion Matrix
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Fig 6: Metrics-Confusion Metrix plot for Random Forest

C . KNeighborsClassifier

Accuracy Score of KNeighborsClassifier= ©.7230461880794982

1l score score fo KMeighborsClassifier = ©.7184588216321832

precision_score of KNeighborsClassifier is= ©.74250464894977

recall_score of KNeighborsClassifier is = ©8.7238122952378839

coonfusion matrxi of KNeighborsClassifier =
[[29804 &348]
[19158 26995]]

Fig 9: Metrics-Accuracy, F1 score etc KNN

In the case of the classifier accuracy, the K-Nearest
Neighbors (KNN) classifier has produced a score of 72.05
percent or a result that the model got the label of the instance
about 71 percent of times. Zone-positive identification using
face features has F1 score of 0.704, P: 74.27%, R: 72.97%
meaning both false positive and false negatives are
approximated best. This suggest that KNN had achieved
moderate accuracy in the application on the dataset and
precision and recall values are fairly stable.

Confusion Matrix
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Fig 10: Metrics-Confusion Metrix for KNN

The following confusion matrix presents the result of the
KNN classifier: Among the actual class 0 instances 17217
14605 where correctly classified as class 0 (true negatives)
and 2612 where incorrectly classified as class 1 (false
positives). Consequently, from 17009 actual class 1 instances
we had 9671 true positives and 7322 false negatives from
them. For the classifier, the results imply a higher accuracy
of the class 0 with fewer instances that are misclassified and
minor problem with the class 1.

V. COMPARATIVE ANALYSIS

Fig 13: comparative plot for all model

Model Performance Comparison:

Model Accuracy
Decision Tree 0.78
Random Forest 0.86
KNN 0.72

Table I: Model Performance comparison

The table shows the accuracy of the different models of
machine learning used for a given data set. Among the
models, the highest accuracy is the Accuracy — 0.71 with a
model that can be called the most suitable for it by name —
KNN. Logistic Regression and Extra Trees also showed[11]
an accuracy of 0.67 hence both models performed equally
well. The Decision Tree gave the results as follows, with an
accuracy of 0.65 while the Random Forest, which is generally
a highly accurate model, had an accuracy of 0.60. These
findings demonstrate that KNN and Logistic Regression
perform superior to P10 and Naive Bayes in some instances,
which is remembered by the proposition that model
complexity does not always endow them with larger
performance.

V. Discussion
Random forest, KNN, Decision Tree are few of designing ML
of UPI fraud detection providing promising results. Random
Forest has the high degree of accuracy with a lower risk of
overfitting making it a good model for use in fraud detection.
Compared to KNN, which it shares its basic concept, KNN is
simpler and provides a convenient method for classifying
transactions as similar or different compared to labeled data.
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The Decision Tree model is clear and easy to explain to other
stakeholders and it is relevant in a fraud detection system.
Integrating these models provides a trade-off involving both
performance and comprehensibility that helps digital
payment security in rural areas[13].

VI CONCLUSION

This work reflects on how machine learning models can be
applied towards identifying UPI fraud. Among all classifiers
Random Forest classifier can be chosen because it has high
accuracy and very low level of overfitting which is crucial
while detecting fraud. For transaction detail comparison with
known labels, the simplicity inherent in KNN that enables
easy implementation[12] and the facility offered by Decision
Tree that allows for easy understanding of the decision-
making process were found to be important. Using these
models, the proposed system eliminates the threats of fraud
and guarantees the safety of the growing number of electronic
transactions in rural regions. Some possible future work can
be plugged in better algorithms, including real-time
processing to improve its scalability and accuracy.

VI. FUTURE ENHANCEMENT

The next improvements for this UPI fraud detection system
can be based on further developing features like the user
behavior analysis, device fingerprint, and location of the
transaction to name a few. Extending the proposed
categorisation of factors from deeper learning models like
Neural Networks or even from much richer techniques from
ensemble field could further improve the classification
performance. That is, applying the real-time monitoring and
adaptation learning approach would allow the system to be
adjusted with the appearance of new fraud patterns. Further,
better analysis of the descriptions of transactions, even with
NLP and the integration of anomaly detection strategies can
offer increased capability towards detecting more complex
fraud schemes. These could enhance make fraud detection a
lot stronger while improving security of UPI transactions.
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