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Abstract

Trade secrets represent a vital class of intellectual property that protects confidential business information from
unauthorized use or disclosure. Unlike patents or copyrights, trade secrets derive their value from their secrecy. India,
however, lacks a standalone legislation to safeguard trade secrets, relying instead on contractual, equitable, and common
law principles. This article explores the Indian legal framework on trade secrets, highlights judicial trends, and compares
international regimes including the U.S. Defend Trade Secrets Act and the EU Directive. It further analyses emerging
digital-era challenges such as cybersecurity threats, Al-enabled data breaches, and the inadequacy of existing laws to
address cross-border misappropriation. In conclusion, the article underscores the need for India to enact a comprehensive
trade secret protection law in alignment with global standards.
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1. Introduction

In today’s knowledge-driven economy, trade secrets play a crucial role in safeguarding proprietary business information,
ranging from manufacturing processes and formulas to customer lists and strategic plans. Unlike other forms of
intellectual property such as patents or copyrights, trade secrets do not require registration and can potentially last
indefinitely, provided their confidentiality is maintained. As global markets become increasingly competitive and
digitized, the protection of trade secrets assumes a new urgency—especially in jurisdictions like India that lack a
standalone legislative framework. This article delves into the current Indian legal framework for trade secrets,
comparative international practices, emerging challenges in the digital era, and the pressing need for a comprehensive
legislative approach.

2. Legal Framework in India
India does not have a specific legislation dedicated to trade secrets. Instead, protection is derived through contractual
obligations, equitable principles, and judicial precedents. The Indian Contract Act, 1872 provides recourse through
confidentiality and non-disclosure agreements (NDAS), especially in employer-employee relationships. The Information
Technology Act, 2000 and Sections 408 and 415 of the Indian Penal Code, 1860 can also be invoked in cases of data
theft or criminal breach of trust.

Indian courts have recognized the enforceability of trade secret protection. In the landmark case of American Express
Bank Ltd. v. Priya Puri (2006), the Delhi High Court held that customer databases and business strategy documents
qualified as confidential information and their disclosure by an ex-employee amounted to a breach of trust. Despite such
recognition, the absence of codified law often leads to inconsistent interpretations and limited remedies.
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3. Comparative Legal Framework

Many jurisdictions have enacted dedicated legislation to protect trade secrets. In the United States, the Defend Trade
Secrets Act, 2016 (DTSA) provides a federal civil remedy for misappropriation of trade secrets, supplementing state-
level protections under the Uniform Trade Secrets Act (UTSA). The European Union adopted the Trade Secrets
Directive (2016/943), which harmonizes the definition, protection, and enforcement of trade secrets across member
states. China’s Anti-Unfair Competition Law includes provisions on trade secret protection, which have been recently
strengthened to cover electronic data and improve enforcement mechanisms.

At the international level, Article 39 of the TRIPS Agreement mandates member countries to protect undisclosed
information against unfair commercial use. WIPO also promotes soft law principles and best practices for trade secret
protection globally.

4. Challenges in Protection

The protection of trade secrets is fraught with practical challenges. The foremost issue is maintaining the secrecy itself.
In an era of high employee turnover and remote work, sensitive business information is at constant risk of leakage.
Enforcing NDAs and confidentiality clauses is often difficult, especially when the information has already been
disclosed.

Another challenge is technological. Cybersecurity threats, hacking, and cloud-based data breaches expose trade secrets
to unauthorized access and misappropriation. Unlike patents, proving ownership and the value of trade secrets is
complex, especially in litigation. Additionally, India’s fragmented legal remedies—spread across civil, criminal, and
labor laws—make enforcement cumbersome and inconsistent.

5. Emerging Trends in the Digital Age

The digital revolution has transformed the landscape of trade secret protection. Artificial Intelligence (Al) and machine
learning systems now analyze confidential data, raising questions about ownership, confidentiality, and algorithmic
misuse. Cloud computing and cross-border data transfers further complicate jurisdictional enforcement.

Interestingly, blockchain is emerging as a tool to timestamp and verify access to trade secret information, potentially
improving auditability and access control. However, new regulatory trends such as whistleblower protection laws and
transparency mandates can inadvertently come into conflict with trade secret protection, especially in public interest
disclosures.

6. Judicial Approach in India

Indian courts have played a pivotal role in shaping trade secret jurisprudence in the absence of a statutory framework.
In the case of John Richard Brady v. Chemical Process Equipments P. Ltd., AIR 1987 Delhi 372, the Delhi High Court
granted an injunction against an ex-employee who attempted to use proprietary drawings and processes of his former
employer.

In Zee Telefilms Ltd. v. Sundial Communications Pvt. Ltd. (2003), the Bombay High Court upheld the right of a creator
to protect the confidentiality of television show concepts under the law of breach of confidence. Similarly, in Navigators
Logistics Ltd. v. Kashif Qureshi (2018), the Delhi High Court restrained former employees from using customer data
and business plans belonging to the employer. These rulings reflect a judicial willingness to recognize trade secrets but
also underscore the inconsistency and reliance on general principles of equity and contract law.

7. Need for a Dedicated Law

India’s reliance on common law and contractual doctrines leaves trade secret holders vulnerable. A comprehensive
legislation would provide clarity on definitions, misappropriation standards, remedies, and enforcement. Such a law
should incorporate international best practices, recognize digital trade secrets, and ensure a balance between innovation
and employee mobility.

Codification would also enhance India's position in global trade and IP rankings, especially as it moves towards a
knowledge-based economy. Legislative certainty would reduce litigation risks and improve investor confidence in
India's intellectual property ecosystem.
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8. Conclusion and Suggestions

Trade secrets are an invaluable yet under-protected component of intellectual property in India. The increasing
digitization of business processes and cross-border data flows necessitate a robust and forward-looking legal framework.
This article highlighted the gaps in India’s current regime, lessons from global models, and challenges posed by
technological evolution.

It is imperative that India enacts a dedicated trade secret law to provide legal certainty and align with international
standards. In the interim, businesses must adopt rigorous internal compliance mechanisms, cybersecurity protocols, and
well-drafted confidentiality agreements. The judiciary, too, must continue its progressive interpretation to fill legislative
gaps and protect the competitive advantage of Indian enterprises.
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