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Abstract : As telecom infrastructure becomes more complex and shifts toward cloud-native designs, traditional methods for
provisioning, deploying, and managing services are starting to fall behind. The growing demand for scalability, agility, and resilience
has pushed the industry to look for more modern solutions.

CI/CD pipelines are being wired together with tools like Terraform, Crossplane, and Argo CD to deal with the growing sprawl of
telecom infrastructure. The goal’s pretty clear: keep things manageable without losing consistency. With GitOps in play and
everything declared upfront, it gets easier to hold things steady—even when systems are stretched across hybrid setups or scattered
across different clouds. The goal is to make processes repeatable, auditable, and scalable—without adding unnecessary complexity.

The framework lays things out step by step. It covers how pipelines get orchestrated, how remote state is managed, how resources
are provisioned inside Kubernetes, and how updates stay in sync through Git-based workflows. There's also a real-world telecom
case in the mix. It shows this setup can lead to fewer failures, more reliable deployments, and operations that run with less friction.

The study also takes on some of the harder issues. Things like drift detection, rollback planning, and managing secrets aren’t
overlooked. Best practices are shared for dealing with each of them. What comes through clearly is this—bringing Terraform,
Crossplane, and Argo CD together in CI/CD pipelines gives telecom a solid, future-ready automation model. It brings more agility,
helps control costs, and keeps infrastructure consistent even as everything scales up.

IndexTerms - CI/CD, GitOps, Infrastructure as Code, Terraform, Argo CD

1. Introduction

Telecom infrastructure has gone through a lot of change lately. The pressure to move faster, scale bigger, and stay reliable hasn’t
let up. As microservices and cloud-native setups became the norm, older deployment methods started falling behind. Things needed
to shift—and they did. DevOps caught on quickly. And now, CI/CD pipelines are pretty much at the center of how builds and
releases happen day to day.

CI/CD helps teams push code faster and keep systems steady by automating everything—from integration to testing to deployment.
It’s a smoother process, and it cuts down on delays [1].

Another big change came with Infrastructure as Code. Managing infrastructure by hand just couldn’t keep up anymore. Writing it
all as code made things more repeatable and way easier to control. Tools like Terraform have been central to that shift. Open source,
widely adopted, and built for scale—it’s changed how infrastructure gets done.

It lets teams automate infrastructure across different clouds in a consistent, repeatable way. The declarative syntax and modular
setup mean you can build strategies that scale and aren’t a pain to maintain. That’s a big reason it’s become such a go-to for telecom
automation [2].

In parallel, GitOps has emerged as a complementary methodology that enhances the CI/CD paradigm by leveraging Git as the single
source of truth for infrastructure and application states. This model doesn’t just improve transparency and traceability—it also makes
automated reconciliation possible, so systems can self-heal and stay in their intended state. Argo CD, built natively for GitOps and
designed to run on Kubernetes, has proven to be a reliable tool for bringing automation concepts into real-world use. By keeping
Kubernetes clusters in sync with what’s defined in Git repositories, it helps ensure deployments stay consistent—something that
matters a lot when dealing with complex telecom workloads [1].
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Crossplane plays a major role in this setup. It’s an open-source add-on for Kubernetes that stretches the control plane to cover
infrastructure elements like databases, networking, and compute resources. Everything can be provisioned using declarative configs,
which lines up neatly with GitOps workflows and works seamlessly alongside Argo CD.

When CI/CD pipelines, Infrastructure as Code, GitOps, and Kubernetes orchestration are brought together, the result is a solid
automation framework—one that’s built for resilience, flexibility, and scale [5].

The main focus here is to explore how Terraform, Crossplane, and Argo CD can work in tandem within a CI/CD pipeline to automate
telecom infrastructure. This paper pulls together insights from research, real-world use cases, and lessons learned in the field. It lays
out the architecture, highlights typical challenges, and explains the key benefits that come with putting this kind of setup into action.

This kind of integration isn’t just about meeting today’s operational demands. It also helps pave the way for what comes next—
things like autonomous networks and more advanced edge computing. By managing infrastructure as code and tying deployment
into modern DevOps practices, telecom providers can speed up service delivery, cut downtime, and bring down operational costs

[21[3][6].
2. Background and Literature Review

The move toward automating telecom infrastructure with CI/CD pipelines is part of a bigger change driven by cloud computing and
DevOps. Telecom systems used to depend on manual setups, custom scripts, and fixed deployment routines. These approaches often
introduced mistakes, made things hard to repeat, and couldn’t keep pace with the growing size and complexity of today’s networks.
The introduction of Infrastructure as Code (l1aC) changed that dynamic. With 1aC, infrastructure can be defined in code—versioned,
reused, and automated. Tools like Terraform made this shift possible by turning infrastructure into modular, testable components
that work across different environments.

Terraform’s picked up serious traction as an laC tool, largely because it works with pretty much every major cloud provider and
slots easily into DevOps setups. Its config language, HCL, is used to spell out what the infrastructure should look like. Terraform’s
state tracking keeps things in check—what’s written in code stays aligned with what’s actually out there. That kind of grip is
important in telecom, where the setups tend to be messy: distributed systems, layered networks, and no room for downtime. It also
lines up well with how telecom is moving—toward hybrid and multi-cloud models that need flexibility across different environments

[4].

As more telecom providers move toward multi-cloud models, the flexibility and cloud-agnostic nature of 1aC tools have become
even more important. Major platforms like AWS, Azure, GCP, and IBM Cloud now offer deep integration with Terraform, making
it possible to automate everything from virtual machines and containers to networks and databases using the same consistent toolset.
Table 1 below highlights the mapping between cloud service providers and the disruptive tools they support, emphasizing the role
of Terraform as a ubiquitous automation solution across environments.

Cloud Key Resources Supported Tools

Provider

Azure VM, App Gateway, AKS, Storage, Azure DNS Terraform, ARM, Azure CLI
AWS EC2, EKS, S3, CloudFront, Route53 Terraform, AWS CLI

GCP GKE, Artifact Registry, MySQL Terraform, GC SDK

IBM Cloud Pak, Kubernetes, OpenShift Terraform, IBM CLI

Cloud

Table 1: Disruptive Cloud Service Providers for laC as Cloud Agnostic
(Source: Adapted from Chijioke-Uche, 2022 [2])

The growing complexity of cloud-native telecom services has also catalyzed the need for CI/CD systems to manage both
infrastructure and applications. CI/CD practices originally evolved to facilitate faster application delivery through automated build,
test, and deploy pipelines. When applied to infrastructure management via Terraform, these practices bring the benefits of
traceability, reviewability, and rollback capability to infrastructure changes. Moreover, the convergence of GitOps principles with
CI/CD has enabled the creation of pipelines that treat Git repositories as the definitive source of truth. Tools like Argo CD further
enhance this approach by continuously reconciling the desired state defined in Git with the actual state in Kubernetes clusters [1].

GitOps brings more than just good version control—it adds visibility and dependability to how deployments are handled. Argo CD
watches the Git repo for any changes and keeps the actual state of apps and infrastructure in sync across clusters. This kind of setup
fits telecom well, where consistency, low latency, and clear operational oversight are critical. With Argo CD plugged into CI/CD
workflows, telecom teams can roll out changes faster and more safely, while keeping deployments repeatable—even across
complex, multi-tenant or multi-cluster setups [1][6].
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3. Methodologies of CI/CD-Driven Infrastructure Automation

The move toward CI/CD-based automation in telecom is built on a combination of declarative provisioning, GitOps syncing, and
Kubernetes-native orchestration. It’s a shift that’s changing how infrastructure gets set up, monitored, and scaled—especially in
complex hybrid and multi-cloud environments. In this newer approach, pipelines don’t just stop at app deployment. They also handle
dynamic infrastructure provisioning, tying together DevOps, platform engineering, and network orchestration into a more unified
process [1].

At the core of this change is the move away from the old push-based CI/CD model toward something fully declarative and Git-
centered. A lot of older systems leaned on scripts and custom tools to roll out infrastructure and apps. They worked—but tracking
what changed and keeping everything in sync across environments was a real challenge. GitOps flips that. With Git as the source
of truth, there’s a clear view of what’s running and what’s supposed to be running. That makes it easier to manage updates, keep
things consistent, and spot issues early [5].

This evolution is captured in the architecture shown in the diagram below. Built on real-world GitOps practices, it illustrates how
tools like Terraform, Crossplane, and Argo CD can be used together to automate infrastructure provisioning and management in a
more flexible, scalable way.

Git Repository
- Terraform Modules - Kubernetes Manifests
= Crossplane Compositions

el T—

GitLabh CI Argo CD

(CI Layer) (CD & GitOps Engine)
| ]

K8s Mgmt Cluster
+ ArgoCD Pod
4 Crossplane

Cloud Provider
(AWS/GCP/Azure)

Kubernetes Worker Nodes
- Application Pods
- CNFs/VNFs
- Network Services

Figure: CI/CD Infrastructure Automation Pipeline using Terraform, Crossplane, and ArgoCD [5]

Diagram Description:

The diagram displays three distinct phases of pipeline evolution. The first phase represents a “Push-only” CI/CD model where
deployment is triggered via imperative scripting. The middle phase shows a hybrid model where Terraform automation is executed
by ClI pipelines but still lacks reconciliation. The final phase demonstrates a complete GitOps model, where a management cluster
runs Argo CD and Crossplane. All infrastructure is declared in Git, and both application and infrastructure provisioning are handled
through pull-based controllers that observe changes and apply them autonomously. Crossplane takes the role of interpreting resource
claims and rendering real cloud resources, while Argo CD ensures synchronization with the declared Git state. The architecture
centralizes deployment logic, promotes security via sealed secrets, and enhances stability through drift detection and automatic
rollback triggers.
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This methodology emphasizes separation of concerns: Terraform handles infrastructure provisioning, Crossplane provides
Kubernetes-native abstractions for cloud resources, and Argo CD acts as the orchestrator maintaining the desired state across all
layers. By integrating Terraform within a CI pipeline, typically using GitLab CI or similar platforms, infrastructure resources can
be validated, tested, and planned before being committed. Once committed, Argo CD takes over in the CD layer, monitoring for
changes and initiating reconciliations. Crossplane, running as a controller within the Kubernetes cluster, translates Kubernetes
custom resources into cloud infrastructure components such as databases, virtual networks, and compute instances [5].

This layered approach is particularly suitable for telecom systems, which often demand high modularity, rapid failover capabilities,
and dynamic scaling. The architectural separation also allows different teams—platform, operations, network engineering, and
development—to collaborate through Git without stepping on each other’s domains. It sets up a more distributed way to handle
infrastructure. Different teams manage their own parts, but there’s still a shared rulebook and full visibility across the board. That
kind of setup cuts down on mistakes during deployment and helps the whole system stay solid and resilient [3][5].

4, Use Case: Telecom Infrastructure Automation

A real-world telecom setup makes it easier to see how automation with Terraform, Crossplane, and Argo CD actually plays out.
Telecom networks are anything but simple. They’re built from a mix of RAN equipment, core network pieces, edge computing
nodes, service layers, and backend systems that keep everything running. These systems need to be fast, reliable, and flexible enough
to spin up infrastructure across both cloud and edge setups. Automating the full lifecycle—provisioning, updating, scaling—through
GitOps pipelines makes it easier to deliver services quickly and keep operations running smoothly.

In a common setup, a telecom provider aims to roll out several Kubernetes clusters across a mix of on-prem hardware and public
cloud platforms like AWS and GCP. These clusters become the base for running containerized network functions (CNFs),
management tools, and support systems. Terraform handles the groundwork. It sets up pieces like VPCs, IAM policies, DNS entries,
storage—basic stuff needed to get clusters running. The configs are broken into modules so they’re easier to reuse. Everything’s
stored in Git. Changes get reviewed through pull requests before anything goes live. Once merged, the CI pipeline runs its checks,
builds out the plan, and pushes updates into whichever cloud platform it’s targeting [2].

Once the base infrastructure is in place, Crossplane takes over inside the Kubernetes management cluster. It works by reading
custom resources written in the Kubernetes style—things like requests for PostgreSQL databases, S3 buckets, or managed
Kubernetes clusters—and turning those into actual infrastructure, based on what each cloud provider supports. For platform teams,
this means they can hand out pre-approved, standardized infrastructure options without worrying about developers digging into
provider-specific APIs or Terraform details. Just apply a manifest, and the resources show up. It’s a cleaner, safer way to handle
provisioning, and it helps telecom teams move faster while cutting down on misconfigurations [5].

Argo CD handles deployment. It watches the Git repos—everything from app manifests to Helm charts and Crossplane files. When
a change hits, like adding a new function or tweaking a platform, it sees it and pushes that update to the right cluster. No manual
steps, no waiting around. It just keeps things in sync. It also keeps tabs on sync status and gives clear feedback on how deployments
are doing. From one dashboard, ops teams can see what’s running where, across all their sites. It’s a setup that brings consistency
and traceability to the whole pipeline, making sure infrastructure and apps stay locked to what’s defined in Git [1].

The pipeline runs across dev, staging, and prod. Each one gets its own Git branch and Terraform workspace. That keeps configs
separate—no crossover, fewer surprises. Secrets don’t get left out either. Tools like Vault and sealed secrets handle API keys, certs,
the sensitive stuff. Updates move step by step, not all at once. This cuts manual work, speeds up service launches, and keeps the
whole system steadier. The setup sticks close to what works in modern DevOps [4][5].

5. Implementation Challenges and Best Practices

Using Terraform, Crossplane, and Argo CD in one CI/CD flow has real advantages for telecom automation. But getting it up and
running isn’t always straightforward. Telecom environments come with heavy demands—fast performance, wide reach, tight
regulations. That makes the setup harder. Everything has to work reliably, lock down security, and stay manageable as it grows.

One of the biggest hurdles is handling secrets. Deployments and provisioning usually need access to cloud APIs, certs, tokens,
database passwords—all sensitive stuff. Hardcoding any of it into configs or pipeline variables is a bad idea and opens the door to
serious security risks. To avoid that, the setup needs something like HashiCorp Vault or Sealed Secrets. These tools keep secrets
encrypted, versioned safely, and only injected when needed. In telecom, where privacy and uptime are non-negotiable, getting this
part right isn’t optional—it’s critical [4].

Another common headache is managing infrastructure state. Terraform keeps a state file to track what’s already been built. That file
becomes a single point of truth—especially important when multiple teams are pushing changes. Without remote state storage and
proper locking in place, things can go sideways fast. State conflicts, overwrites, and broken deployments start creeping in. For setups
at telecom scale, storing state in something like S3, backed by DynamoDB locks, isn’t just helpful —it’s necessary. Add access
controls, and the setup stays clean and stable [2].

Then there’s drift—harder to spot, but just as risky. Drift creeps in when stuff gets changed off the books. Emergency fix. Quick
tweak. Forgot to update Git. Doesn’t matter. What’s live drifts from what’s declared. And once that happens, GitOps isn’t driving
anymore—it’s just watching. Tools like Terraform and Argo CD help catch it. Terraform spots drift when it runs a plan. Argo CD
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keeps checking the live state against what’s in the repo. But catching it isn’t enough. There needs to be a system to block untracked
changes and some automation to either fix the drift or flag it fast [1].

Rollbacks bring their own challenges. Kubernetes can roll back apps easily enough. Infrastructure’s a different story. Terraform
doesn’t really do rollbacks. Going back usually means undoing commits in Git or manually restoring an older state file—risky and
slow. To make this safer, it helps to keep infrastructure modules versioned and tagged consistently. That way, there’s a clear path
backward when something breaks or a change doesn’t go as planned [4].

Even with all these moving parts, sticking to best practices makes a real difference. Over time, that’s reflected in the numbers. The
graph below shows what happened across five rounds of improvements in a simulated telecom setup—more stable deployments,
fewer failures, and smoother operations overall.

Deployment Success Rate Over Five Iterations
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Figure: Improvement in Deployment Success Rate Over Five Iterations
(Source: Adapted from Pum et al., 2025 [4])

Graph Description:

The line graph shows how deployment failure rates dropped over five rounds of CI/CD pipeline improvements. Things started
rough—about 18% of deployments failed in the first run. The main culprits: misconfigured modules, missing drift checks, and
exposed secrets. But with each iteration, changes were made—modules cleaned up, secrets encrypted, remote state added, GitOps
rules tightened. By the time the fifth iteration rolled out, failure rates had dropped below 5%. That kind of drop says a lot—tightening
up the process and sticking to good engineering habits really pays off.

The success of a setup like this depends on more than just tools. It comes down to sticking to process, working well across teams,
and using tech that brings transparency and control. For telecom, this kind of discipline helps infrastructure scale without falling
apart—while staying secure, stable, and trackable every step of the way [3][4][5].

To test the pipeline, a simulated telecom environment was built to reflect what a mid- to large-scale operator might run. That
included Kubernetes clusters provisioned with Terraform on AWS and GCP, wired up with production-like networking, storage,
and IAM configs. The setup ran CNFs, service orchestrators, and app workloads deployed through Argo CD, all managed with
Crossplane. Everything was arranged to simulate real-world behaviors—rollouts, config changes, even failure recovery scenarios
that might hit in a live system [4].

Each pipeline iteration brought new upgrades to fix the early pain points. The first run was barebones—straight Terraform in GitLab
Cl, no modules, no drift checks. Not surprisingly, problems showed up fast. In the second round, remote state got added and plans
were separated from applies, which helped. By the third iteration, environment-specific modules were in place, and DynamoDB
locks cut down on state clashes. The fourth introduced Argo CD’s drift checks and basic rollback automation. In the fifth, secret
handling was tightened with Sealed Secrets, and pull-based GitOps policies were enforced. Each step built on the last—fewer
failures, more stability, and a pipeline that could actually hold up under telecom-scale pressure [4][5].
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6. Discussion: Benefits for Telecom Providers

Rolling out a CI/CD automation framework using Terraform, Crossplane, and Argo CD brings serious upside for telecom
providers—especially as networks become more distributed and demand keeps climbing. With 5G, network slicing, edge setups,
and private LTE/5G all gaining ground, the pressure is on to make infrastructure scalable, reliable, and fast to deploy. Automation
isn’t just about speed—it also brings better consistency, tighter security, and lower operational costs. All of that matters in an
industry where uptime and reach are everything.

One of the biggest wins comes in service delivery. Old-school telecom rollouts could drag on for weeks—sometimes months—
thanks to manual steps, config mistakes, and slow approval chains. With Infrastructure as Code using Terraform and GitOps
practices powered by Argo CD, that cycle shrinks to hours, sometimes minutes. Compute nodes, VNFs, databases, and core systems
can be spun up, scaled out, or torn down automatically. No waiting. No manual overhead.

Prebuilt Terraform modules handle networking, storage, and 1AM, giving teams ready-to-use templates that work across regions.
That alone cuts onboarding time for new sites or partners—something that used to be a heavy lift—down to a far more manageable
process [2][4].

Another big gain is reliability. In telecom, downtime often comes from misconfigurations or things drifting out of sync over time.
It’s a common problem—and a costly one. By using Git as the single source of truth and letting Argo CD constantly reconcile
what’s live against what’s declared, those issues can be kept in check. If something drifts or breaks, alerts go out and rollback steps
can kick in automatically, pulling things back to a known good state. That kind of stability isn’t just nice to have—it’s critical when
dealing with mobile core networks or public safety systems, where uptime has to be rock solid [1][5].

Automation also makes a real dent in cost. Breaking things into reusable modules means no one’s rebuilding the same setup over
and over. Smaller teams can handle more, and resources don’t get wasted—especially in mixed cloud setups. Need a test or demo
environment? Spin it up fast, run what’s needed, then tear it down. No long-running bills, no clutter. Spin it up, run the job, then
tear it down. No lingering costs. Tools like Vault and Crossplane also help lock down security and streamline compliance, so
governance doesn’t eat up time or budget. All of this adds up to real savings and smoother operations in highly regulated spaces [3].

One of the biggest shifts? How teams work together. When infrastructure lives in code—versioned, tracked, reviewed—it stops
being an ops-only concern. Developers, network engineers, security leads, and ops folks all plug into the same workflow. Shared
repos, pull requests, side-by-side reviews. That kind of setup doesn’t just catch mistakes—it pulls security into the loop early. Fewer
surprises, faster rollouts, and less back-and-forth down the line.

This shift builds a real DevSecOps rhythm. People see what’s changing, test it early, and know who touched what, when. It cuts
down on firefighting and builds trust across teams.

For telecom, this isn’t just about cleaner workflows. It’s about moving faster where it counts—getting new services out, adapting
to new markets, meeting demand without dragging through months of provisioning. Infrastructure moves at the pace of software.

And looking ahead? This groundwork matters. Declarative systems and Git-driven workflows set the stage for bigger shifts—Al
helping tune pipelines, infrastructure deploying itself, networks reacting without a human in the loop. The telecoms building this
foundation now are the ones ready for what’s next.

7. Conclusion and Future Work

The convergence of CI/CD pipelines with infrastructure tools like Terraform, Crossplane, and Argo CD is beginning to alter the
landscape of telecom infrastructure deployment. It’s not merely a nod to the ongoing cloud-native movement; rather, it’s a practical
answer to the complex, often stubborn problems telecom providers encounter on the ground.. The demands are high: sprawling
networks, the need for near-constant uptime, and a complicated mix of technologies all working across different geographies. When
working in environments this complex, the ability to lay out infrastructure in code and spin it up reliably makes a real difference.
Traditional systems just didn’t offer that kind of repeatability—you were often stuck dealing with inconsistencies, manual steps,
and a lot of guesswork.

Terraform didn’t land on the scene and instantly become the standard—it got there slowly, by actually solving real problems. Its
real value isn’t just in being adaptable; it’s in how it strips out a lot of the mess from managing different setups. Trying to coordinate
across multiple clouds—or blend cloud with on-prem—can turn into a patchwork fast. Terraform gives teams a way to skip the do-
over each time and focus on getting things running without surprises. Its versioning approach keeps things steady, which matters
more than it might seem when scaling fast or troubleshooting issues. And when it comes to provisioning the usual suspects—
compute, storage, networking—it handles them with a kind of no-fuss reliability that’s hard to overlook. Plus, the ecosystem around
it is mature enough that it rarely feels limiting. When Crossplane gets added to the picture, things get even more interesting. By
embedding infrastructure management directly into Kubernetes, Crossplane makes it possible to treat cloud provisioning almost like
a native part of the application lifecycle. That’s a big win for telecom. Instead of juggling separate workflows, teams can work
through a single API and apply a more unified model to infrastructure tasks that are often anything but consistent.

The combined effect? A system that’s not just technically sound, but better suited to the messy, high-stakes environments telecom
providers operate in. It might not be a silver bullet, but it’s a step closer to networks that are actually built to keep up.
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Argo CD, the GitOps engine in this setup, plays a central role in keeping infrastructure and applications in sync with what’s written
in their declarative configs. It brings some solid tools to the table—things like built-in observability, audit tracking, and automatic
reconciliation. Together, those features help prevent drift and catch the kind of small manual tweaks that can quietly cause major
issues later. When this system is configured thoughtfully—with good secrets handling, role-based access that actually makes sense,
and disciplined CI/CD routines—it forms a secure, scalable base that telecom operators can build on. That kind of setup really does
make a difference. It keeps things moving without teams having to jump in all the time to patch stuff or clean up after things go
sideways.

One of the biggest wins with this setup is how it handles growth and change. Adding a new region, rolling out updates, or recovering
from failure doesn’t have to mean hours of manual intervention. Most of it can happen quietly, behind the scenes, with barely a
hiccup.

Zooming out a bit, this paper’s walked through how that kind of CI/CD-driven automation can actually play out in telecom. It’s
broken down different ways to approach the model, laid out a practical example, and offered some lessons learned along the way.
The gains in deployment success alone are hard to ignore. But more than that, the combined impact of these tools points toward a
real shift in how operations might evolve. With better speed, fewer surprises, and tighter control over costs, this isn’t just theory—
it’s a workable strategy with long-term upside for providers trying to stay competitive without breaking the bank.

That said, automation in telecom infrastructure still has a long way to go. There's real potential in folding Al-driven systems into
CI/CD pipelines—not just for spotting issues before they happen, but for fine-tuning resource usage and handling compliance in
smarter, more adaptive ways. Tools like Open Policy Agent (OPA) could also be brought in to treat policy the same way as code,
which would help keep security and operational standards tight across the board. Another space worth watching is how GitOps
might stretch further—into edge deployments and NFV orchestration. If done right, that could mean fully automated workflows
from the network core all the way out to the edge. And with the pressure telecom faces on the regulatory side, it’s becoming just as
important to embed auditing, observability, and even incident response directly into these pipelines, rather than tacking them on
later. By continuing to refine and advance these systems, telecom providers can stay resilient and competitive as the industry moves
toward an even more software-defined, cloud-native landscape.
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