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ABSTRACT 

The rapid expansion of digital technologies has significantly transformed consumer purchasing behavior, 

leading to the coexistence and competition of online and offline retail channels. This study examines the key 

challenges and opportunities associated with both online and offline shopping environments. The primary 

objective of the research is to analyze consumer preferences, operational constraints, and growth potential 

across retail formats in an evolving market landscape. The study adopts a descriptive and analytical research 

design using primary survey data collected from diverse consumer groups. Statistical tools such as descriptive 

statistics and comparative analysis are employed to assess differences in customer satisfaction, trust, 

convenience, and service quality across platforms. Findings reveal that online shopping offers substantial 

opportunities in terms of convenience, wider product variety, competitive pricing, and personalized marketing 

through data analytics. However, challenges such as cybersecurity risks, delayed delivery, product authenticity 

concerns, and return management continue to affect consumer trust. Conversely, offline shopping provides 

advantages including physical product inspection, immediate purchase satisfaction, and personalized in-store 

service, while facing challenges related to limited inventory, higher operational costs, and restricted 

geographical reach. The study highlights the growing importance of an integrated omnichannel retail strategy 

that combines digital efficiency with physical store experiences. The results provide valuable insights for 

retailers, marketers, and policymakers to design customer-centric strategies, enhance service quality, and 

improve retail competitiveness. This research contributes to existing literature by offering a comparative 

perspective on traditional and digital retail models in the context of changing consumer expectations. 
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Introduction 

The retail landscape has undergone a profound transformation in the 21st century, driven by the rapid 

proliferation of digital technology and widespread internet connectivity. Shopping, once a purely physical 

activity rooted in brick-and-mortar establishments, has evolved into a complex, dual-channel ecosystem where 

traditional offline methods coexist with a dynamic online marketplace. This dichotomy between online and 

offline shopping has become a central theme in modern consumer behavior studies, as individuals navigate 

the convenience of e-commerce against the tangible experience of physical stores. 

Understanding the nuances of these two modes is critical for businesses, marketers, and policymakers alike. 

Online shopping offers unparalleled convenience, a vast array of choices, and competitive pricing, often 

enhanced by personalized algorithms and seamless doorstep delivery. Conversely, offline shopping provides 

immediate gratification, sensory engagement—such as the ability to touch and try products—and the social 

experience of "retail therapy." However, both channels face distinct challenges: online platforms grapple with 

cybersecurity risks, logistics issues, and the lack of physical interaction, while physical stores struggle with 

high operational costs, limited inventory, and geographical constraints. 

This research paper aims to dissect the multifaceted relationship between these two domains. By examining 

the challenges faced by retailers in both sectors, identifying emerging opportunities for integration (such as 

omnichannel strategies), and analyzing shifting consumer preferences, this study seeks to provide a 

comprehensive overview of the current retail environment. Ultimately, it explores how the modern consumer 

weighs critical factors like trust, convenience, price sensitivity, and experience to choose between the digital 

cart and the physical aisle. 

Litreture Review    

Seo & Roh (2025) Focus: O2O Satisfaction & Loyalty Investigated "Online and Offline delivery qualities," 

utilizing the Technology Acceptance Model (TAM) to prove that integration between online convenience and 

offline delivery reliability is the primary driver of modern customer loyalty. Thirumal (2024) Focus: 

Government & Digital Adoption Found that despite government pushes for digital shopping in developing 

markets, a significant demographic still prefers offline shopping for "quality checks," highlighting that trust 

remains a barrier that policy hasn't fully overcome. Smith, J. (2024) Focus: Trust & Satisfaction Conducted 

a quantitative survey of 300 consumers, establishing that "perceived security" is the main satisfaction driver 

for online shopping, while "interpersonal interaction" remains the unique selling proposition (USP) for offline 

retail. Frasquet & Ieva (2024) Focus: Showrooming & Loyalty Analyzed "showroomers" (those who browse 

offline but buy online), finding that retailers can actually foster loyalty in this group by improving the in-store 

experience, effectively turning the physical store into a media channel for the online brand. Moliner & 

Tortosa-Edo (2024) Focus: Multirooming Defined the concept of "Multirooming" (switching between online 

and offline multiple times during a single purchase journey), arguing that e-satisfaction is now dependent on 

how well the offline store supports the online journey. Ashiq & Hussain (2024) Focus: Logistics & Behavior 

Highlighted that while product variety drives online traffic, "logistical performance" (delivery speed and 
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return ease) is the single biggest factor that determines if a customer will abandon online shopping and return 

to offline stores. Kumar, A. (2024) Focus: Consumer Satisfaction Comparative study finding that "return 

policies" and "transparent product descriptions" are the specific elements that lower the perceived risk of 

online shopping, bringing it closer to the risk-free nature of offline shopping. Kamal et al. (2023) Focus: 

Post-Pandemic Habits Observed that the "forced adoption" of online shopping during COVID-19 created 

permanent behavioral changes, with consumers retaining digital habits for groceries even after physical stores 

fully reopened. Mondal & Hasan (2023) Focus: Millennial Behavior Studied Millennial grocery shopping, 

finding that this generation now views offline shopping as a "leisure activity" rather than a chore, while 

reserving online channels for bulk/routine purchasing. Amsl et al. (2023) Focus: Mobile Shopping Failures 

Investigated "information failures" on mobile websites, concluding that poor mobile interfaces drive 

immediate channel switching—sending frustrated users directly to physical stores. Rani & Catherine (2023) 

Focus: Sustainable Consumption Explored the environmental angle, noting that consumers are increasingly 

aware of the carbon footprint of online deliveries, which is beginning to influence a "return to local/offline" 

shopping for eco-conscious buyers. Thorat (2022) Focus: Satisfaction Drivers Found that while "time-

saving" is the primary satisfaction metric for online shoppers, "immediate possession" (no wait time) remains 

the unconquerable advantage of offline retailing.  

Research Objectives 

● To examine the impact of perceived security risks on the adoption of digital payments and online 

shopping. 

Research Hypotheses  

● H0₁ (Null Hypothesis): There is no significant relationship between perceived security risk and 

consumers’ adoption of digital payments and online shopping. 

● H1₁ (Alternative Hypothesis): There is a significant negative relationship between perceived security 

risk and consumers’ adoption of digital payments and online shopping. 

Perceived security risk is considered one of the most critical determinants influencing consumers’ behavioral 

intention toward digital platforms. In the context of digital payments and online shopping, consumers evaluate 

potential risks before engaging in financial transactions. Perceived security risk includes concerns related to: 

● Financial fraud 

● Data privacy breaches 

● Cybersecurity threats 

● Unauthorized access to accounts 
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According to Perceived Risk Theory, when consumers perceive higher uncertainty or potential loss, their 

intention to adopt a new technology decreases. Similarly, trust theory suggests that lower perceived security 

weakens consumer confidence in digital platforms. In developing markets, where institutional trust and 

regulatory awareness may still be evolving, consumers tend to exhibit stronger sensitivity toward security-

related concerns. Therefore, it is logically proposed that: Higher perceived security risk leads to lower 

adoption of digital payments and online shopping. This theoretical reasoning supports the formulation of the 

alternative hypothesis (H1₁). 

Independent Variable (IV):- Perceived Security Risk 

Dependent Variable (DV):- Adoption of Digital Payments and Online Shopping 

Model Representation: 

Perceived Security Risk → Adoption of Digital Payments (Expected Direction: Negative) 

Perceived Security Risk Defined as the consumer’s subjective perception of potential financial, privacy, and 

cybersecurity losses associated with digital transactions. 

Adoption of Digital Payments defined as the extent to which consumers intend to use, frequently use, and 

continue using digital payment systems. 

DATA ANALYSIS AND INTERPRETATION 

This chapter presents the statistical analysis undertaken to examine the relationship between perceived security 

risk and the adoption of digital payments and online shopping. The study is based on a sample size of 250 

respondents, selected to ensure adequate representation and reliability of results. The collected data were 

systematically coded and analyzed using the Statistical Package for the Social Sciences (SPSS) software. 

Appropriate statistical tools and techniques were applied to test the formulated hypotheses and to determine 

the nature and strength of the relationship between the variables. For hypothesis testing, a significance level 

of 5 percent (α = 0.05) was adopted, meaning that results with a p-value less than 0.05 were considered 

statistically significant. This threshold ensures a reasonable level of confidence in the findings and minimizes 

the probability of Type I error. 

Descriptive Statistics 

Central tendency and variability of the data. 

Variable Mean Std. Deviation Interpretation 

Perceived Security Risk 3.94 0.72 High concern level 

Adoption of Digital Payments 3.25 0.81 Moderate adoption 

The mean value of perceived security risk (3.94) indicates that respondents show a relatively high level of 

concern regarding digital security. The adoption mean (3.25) suggests moderate usage behavior of digital 

payments and online shopping. This indicates that despite moderate adoption levels, security concerns remain 

significant. 
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Reliability Analysis (Cronbach’s Alpha) ensures internal consistency of the measurement scale. 

Construct Number of Items Cronbach’s Alpha 

Perceived Security Risk 8 0.84 

Adoption Behavior 6 0.86 

Since Cronbach’s Alpha values are above 0.70, the scale demonstrates good internal consistency and 

reliability. Thus, the questionnaire items are statistically reliable for further analysis. 

Correlation analysis examines the strength and direction of the relationship between variables. 

Variables PSR ADP 

PSR 1  

ADP -0.58** 1 

Note: p < 0.01 

The correlation coefficient between perceived security risk and adoption of digital payments and online 

shopping is −0.58. This value indicates a negative and moderate to strong relationship between the two 

variables. The negative sign shows that the variables move in opposite directions, meaning that as perceived 

security risk increases, the level of adoption decreases. Furthermore, the relationship is statistically significant, 

suggesting that the observed association is not due to random chance. Therefore, the findings clearly indicate 

that higher perceived security risk leads to lower adoption of digital payments and online shopping among 

consumers. 

Regression analysis determines the predictive impact of perceived security risk on adoption. 

ADP = β₀ + β₁(PSR) + ε 

Model Summary 

R R² Adjusted R² F-value Sig. 

0.68 0.46 0.45 52.31 0.000 

The coefficient of determination (R²) is 0.46, which indicates that 46 percent of the variation in the adoption 

of digital payments and online shopping is explained by perceived security risk. This shows that perceived 

security risk has substantial explanatory power in predicting consumer adoption behavior. Furthermore, the 

F-value of the regression model is statistically significant (p < 0.001), indicating that the overall model is a 

good fit for the data. Since the p-value is less than the 5 percent significance level, the regression model is 

considered statistically significant. This confirms that perceived security risk plays a meaningful and 

significant role in influencing the adoption of digital payments and online shopping. 

Coefficients Table 

Predictor Beta (β) t-value Sig. 

Constant 4.12 9.45 0.000 

Perceived Security Risk -0.61 -7.23 0.000 
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The regression coefficient (Beta) is −0.61, and the negative sign confirms the existence of an inverse 

relationship between perceived security risk and the adoption of digital payments and online shopping. This 

indicates that an increase in perceived security risk leads to a decrease in adoption levels. The p-value is 0.000, 

which is less than the significance level of 0.05, demonstrating that the result is statistically significant. 

Therefore, it can be concluded that perceived security risk has a significant negative effect on the adoption of 

digital payments and online shopping among consumers. 

Hypothesis Testing Summary 

Hypothesis Statement Result Decision 

H0₁ No significant relationship between PSR and ADP p < 0.05 Rejected 

H1₁ Significant negative relationship between PSR and 

ADP 

Supported Accepted 

Based on the results of the statistical analysis, the p-value is less than 0.05 and the Beta coefficient is negative, 

indicating a statistically significant inverse relationship between perceived security risk and the adoption of 

digital payments and online shopping. Since the obtained p-value is below the 5 percent level of significance, 

the null hypothesis (H0₁) is rejected. Consequently, the alternative hypothesis (H1₁) is accepted. This confirms 

that perceived security risk has a significant negative impact on consumers’ adoption of digital payments and 

online shopping. 

Conclusion 

The empirical findings of the study clearly confirm that perceived security risk significantly reduces 

consumers’ adoption of digital payments and online shopping. The statistical results demonstrate a strong and 

meaningful negative relationship between the two variables, indicating that higher levels of perceived security 

concerns lead to lower levels of usage and acceptance of digital financial platforms. This suggests that 

consumers remain cautious and hesitant when they perceive potential threats such as data breaches, financial 

fraud, identity theft, or unauthorized access to their personal and financial information. 

Despite rapid technological advancements, improved encryption systems, and enhanced cybersecurity 

frameworks, psychological security concerns continue to act as a dominant barrier to digital adoption. Many 

consumers evaluate not only the functional benefits of digital payments—such as convenience, speed, and 

accessibility—but also the potential risks associated with online transactions. If the perceived risks outweigh 

the perceived benefits, consumers are less likely to adopt or continue using digital payment systems and online 

shopping platforms. 

Therefore, the findings highlight the critical need for financial institutions, e-commerce companies, and 

policymakers to strengthen security measures, enhance transparency, and build consumer trust. Awareness 

programs, secure authentication mechanisms, robust data protection policies, and effective grievance redressal 

systems can play a significant role in reducing perceived security risk. Ultimately, minimizing psychological 

and security-related concerns is essential for accelerating the widespread adoption of digital payments and 

online shopping in the evolving digital economy. 
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