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Abstract :  The aim of this paper is to fill the gap in the current literature by investigating the trust-influencing factors (price 

manipulation, centrality, regulations, usability, etc.) as well as understanding the energy consumption and environmental impact 

and providing an in-depth explication of these factors and discuss the potential of the blockchain crypto currency ecosystem. 

Blockchain technology supports new ways of forming economic events, it helps to reduce time and a cost related with mediators, 

and strengthens the trust in an actor’s ecosystem.  
 

I. INTRODUCTION 

Blockchain: 

A blockchain is a public ledger dispersed over a network it records transactions performed between different network contributors.  

Every transaction is tested by network nodes according to a mainstream consensus mechanism before being added to the 

blockchain. At any time recorded data cannot be modified or deleted and each transaction history can be reconstructed at any time. 

A blockchain system must provide some basic features in order to ensure a perfect and trustworthy platform for crypto currencies. 
These features include: 

1. Trustless 

2. Decentralization 

3. Distributed Ledger Technology 

4. Tamper-proof environment 

5. Security & Privacy 

6. Consensus Mechanism  

7. Faster Transactions 

Crypto Currency: 

 A crypto currency is a virtual or digital currency that is protected using cryptography, which makes it nearly impossible to 

forgery or double-spend.  

 Bitcoin was the first crypto currency introduced in the market by pseudonymous entity named Satoshi Nakamoto in 2008 
but the real market for crypto currency started in 2013.  

 
Figure: 1. Explicating the Trust & Scaling Issues in the Blockchain Crypto Currency Ecosystem 
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Crypto Currency:  

 A crypto currency is a digital or virtual currency that is secured by cryptography, which makes it nearly impossible to 
counterfeit or double-spend.  

 Bitcoin was the first crypto currency introduced in the market by pseudonymous entity named Satoshi Nakamoto in 2008 

but the real market for crypto currency started in 2013.  

 In March 2021, the Bitcoin market cap reached an all-time high and had grown by over 600 billion U.S. dollars when 
compared to the summer months. The market capitalization briefly reached more than 1,000 billion USD in May 2021.  

 

  
 

 

 
 

Figure: 2. Short history of Bitcoin and other crypto currencies 

 

FIAT Currency: 

 Fiat money is a government-issued currency that is not backed by a commodity such as gold.  

 Fiat money gives central banks greater control over the economy because they can control how much money is printed.  

 Most modern paper currencies, such as the Indian Rupee, U.S. dollar, are fiat currencies. 

 One danger of fiat money is that governments will print too much of it, resulting in hyperinflation. 

 

MMaajjoorr  TTrruusstt  IIssssuueess  iinn  tthhee  EEccoossyysstteemm::  

1. Insider Trading 
 It is processes of sale or purchase of securities by someone with information.  

Insider trading laws claim critics should be legal because it offers useful information to markets and the laws against it 

cause harm normal people, while the wrongdoing itself causes little damage. 

2. Parallel & Shadow Economy 

It also called as informal, parallel or underground economy; it includes illegal activities, unreported income from the 

creation of services and legal goods, either from exchange or monetary transactions. 

3. Reputation Systems 
For example: 

Ethereum emphasizes that a reputation system must enable three functions: incentive mechanism to reduce cheating, 

filtration of honest stakeholders in the ecosystem, and a point-system for intrinsic value creation.  

4. Lack of Transparency: 

Transparency can mean increased scope, not taking. 

http://www.ijrar.org/
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5. Token Economy: 

ERC20 (a standard contract on Ethereum)  

Fraudulent ICOs. 

Top 10 scammers included Pincoin, Plexcoin, Bitcard, Opair, Benebit, Bitconnect, Confido, REcoin, Ponziecoin, and 
Karbon. 

BurgerSwap $7.2 Million Flash Loan Attack –  

 The attacker eventually made off with  

 $1.6 million in Wrapped BNB,  

 $6,800 in ETH,  

 $3.2 million of BURGER coin,  

 $1 million of xBURGER, a synthetic version of BURGER,  

 95,000 ROCKS ($152,000),  

 $22,000 of Binance’s US dollar-pegged stablecoin, BUSD, and a further  

 $1.4 million of USD stablecoin Tether.  

6. Design & Usability 

 
7. Price Manipulations & Volatility: 

 
 

8. Privacy & Security 

    Crypto Scams: 

 Utilizing a common fraud technique known as a "giveaway scam", these accounts were used to defraud around 400 

victims of a total of $121,000 in bitcoin. 

 The addresses used were part of a larger wallet, which had previously received around $65,000 in bitcoin between May 

and July 2020. The New York Times reported that some of these funds may have come from selling stolen twitter 

accounts. 

 
 
 

http://www.ijrar.org/
https://thenextweb.com/hardfork/2018/12/29/twitter-cryptocurrency-scam-evolution-bitcoin/
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https://www.nytimes.com/2020/07/17/technology/twitter-hackers-interview.html
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9. Representation of how the coins were transferred to multiple wallets: 

 
 

 
10. Governance & Regulation: 
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Conclusion 

A new technology to realize its full potential, a lot of circumstances need to co-exist before network effects can be 

realized. In order for the technology to bring in systemic efficiencies, a critical mass needs to be attained. 

The block chain community is indeed witnessing unprecedented levels of industry collaboration between players who are 

otherwise competitors in the space. Because of the cost of moving from one infrastructure technology to the next, an 

open source collaborative approach is the most promising way forward. 

This is the direction we insisted on in this paper, highlighting not only how to minimize the trust issues, but also what 

consensus mechanisms should be used and deployed to maximize the scaling and leading us towards an highly 

developed and sustainable operating environment. 
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