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ABSTRACT

The characters of low maintenance and little management cost, cloud computing offers
an effective and economical approach for data sharing in the cloud among group
members. However, since the cloud is untrustworthy, the security guarantees for the
sharing data become our concerns. Unfortunately, because of the frequent change of the
membership, sharing data while providing privacy-preserving is still a challenging issue.
It will easily suffer from the collusion attack, which can lead to the revoked users getting
the sharing data and disclosing other legitimate members’ secrets.
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. INTRODUCTION

Cloud computing, with the characteristics of
intrinsic data sharing and low maintenance,
provides a better utilization of resources. In
cloud computing, cloud servers provide a
infinite storage space for users to store data. It
can help clients lessen their financial output of
data managements by outsourcing the local
storage into the cloud. However, as we now
upload data to the cloud, we lose the physical
control of the data storage. To achieve
privacy- preserving, a common approach is to
use cryptography data files before the clients
outsource the sensitive data to the cloud. It is
difficult to design a secure and efficient data
sharing scheme, especially for dynamic
members.

1. PROBLEM STATEMENT

» In the existing system data owners store
the encrypted data files in the untrusted
storage and distribute the corresponding
decryption keys only to authorized users.

The unauthorized users as well as
storage servers cannot access the
content of the data files because
servers have no knowledge of the
decryption keys.

However, the complexities of user
participation and revocation in these
schemes are linearly increasing with
the number of data owners.

The changes of membership make
secure data sharing extremely
difficult the issue of user revocation is
not addressed.

Identity privacy plays a major role,
users may be unwilling to join in
cloud computing systems.

It is not possible to trace which user
converts as a false file.

The storage overhead and the
encryption computation cost
increases with the no of users.
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1. METHODOLOGY
Cloud Module

Cloud provides priced abundant storage
services. The users can upload their data in the
cloud. We develop this module, where the
cloud storage can be made secure.

Group Manager Module:

Group manager takes charge of system
parameters generation, user revocation, user
registration, revealing the identity of dispute
data owner.

Group Member Module:

Group members are a set of registered users
that will store their private data into the cloud
server and share them with others in the group.
The group membership is dynamically
changed, due to the staff resignation and new
employee participation in the company.

File Security Module:

It includes encrypting the data file using
Advanced Encryption Standard (AES) and
Data Encryption Standard (DES). The files
stored in the cloud can be deleted by either the
group manager or the data owner.

Group Signature Module:

A group signature scheme allows any member
of the group to sign messages while keeping
the identity secret from verifiers.

User Revocation Module:

User revocation is performed by the group
manager via a public available revocation list
(RL), based on which group members can
encrypt their data files and ensure the
confidentiality against the revoked users. A
secure data sharing scheme for dynamic
groups can be used

IV. IMPLEMENTATION

This project provides security for multi-
owner data sharing scheme. User
revocation is achieved through a
revocation list without updating the
secret keys of the remaining users. The
size and computation overhead of
encryption are constant and independent
with the number of revoked users. The
real identities of data owners is revealed
by group manager when disputes and
also to avoid anti-collusion of data by
managing keys. Efficiently share data
between multiple users.

V. EXPERIMENTAL RESULTS
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VI. CONCLUSION

Secure data sharing scheme for dynamic
groups in an untrusted cloud will be designed.
A user is able to share data with others in the
group without revealing identity privacy to the
cloud. Supports efficient user revocation.
More specially, efficient user revocation can
be achieved through a public revocation list
without updating the private keys of the
remaining users, and new users can directly
decrypt files stored in the cloud before their
participation. Moreover, the storage overhead
and the encryption computation cost are
constant. Extensive analyses show that our
proposed scheme satisfies the desired security
requirements and guarantees efficiency as
well.
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