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Abstract

This study delves into the intricate realm of deep learning-based deepfake images, seeking to unravel the
complexities and implications of this burgeoning technology. Deepfakes, driven by sophisticated neural
network architectures such as Generative Adversarial Networks (GANs) and Variational Autoencoders
(VAEs), have transformed the landscape of digital content creation, enabling the synthesis of remarkably
realistic yet entirely fabricated images. This research aims to scrutinize the methodologies employed in the
generation of deepfake images, exploring the nuances of GANs, VAEs, and other deep learning techniques
that underpin their creation. According to the comparative study, the K-NN approach is not effective in
detecting deepfake images, with a low precision and accuracy of 84% and 79%, respectively. On the other
hand, the hybrid method (SVM+RF) demonstrates significant improvement, with an F1-score of 94% and an
accuracy of 97%, exhibiting superiority over other methods. Furthermore, the study investigates the open
challenges and research directions associated with detecting and mitigating the impact of deepfake images,
addressing the ethical concerns arising from their potential misuse.
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1. Introduction

The progress of web technology has led to the widespread availability of information. While the Internet offers
a wide range of information, the reliability of that material is influenced by several variables. An immense
quantity of information is disseminated on a daily basis via internet and print media; nonetheless, it is
challenging to ascertain the veracity of the material[1]. A comprehensive examination and analysis of the
material is required, including the verification of facts via the evaluation of supporting sources, understanding
the origin of the information, and establishing the trustworthiness of the writers. The dissemination of
fabricated information is a deliberate effort to diminish or enhance the reputation of an organization, company,
or individual, with the objective of gaining financial or political benefits[2]. Fabrication is the word used to
describe this kind of contrived information, which misleads individuals. During the Indian election campaigns,
several fabricated tales, news pieces, and manipulated photographs proliferated on social media[3]. Social
media has become indispensable in our culture, intricately interwoven with our everyday lives, activities, and
lifestyle, exerting a profound influence. Social media platforms have revolutionized the dissemination and
consumption of information, spanning many forms of communication such as texting and blogging[4].
Deepfake technology enables individuals to expedite their fashion choices, hence yielding advantages for the
fashion and e-commerce sectors. Moreover, this technology assists the entertainment industry by offering
synthetic voices for artists who are unable to provide voiceovers within the designated timeframe[5].
Furthermore, deepfake technology enables filmmakers to faithfully reproduce several iconic scenes or include
advanced visual effects into their films. The use of deepfake technology has the potential to enable those
diagnosed with Alzheimer's disease to engage in communication with a digitally manipulated representation
of their younger self[6]. This innovative approach may facilitate the preservation of their memories. GANs
are now being investigation for their potential use in identifying abnormalities in X-ray images [7].
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Deepfake techniques often need a substantial amount of picture, video, or audio data in order to produce
authentic-looking photographs that may convincingly deceive observers[8]. In addition to all the attention,
there are also notable disadvantages. Public personalities, such as celebrities, sports, and politicians, are
particularly vulnerable to the negative effects of deepfakes due to the abundance of videos and photos of them
accessible on the internet. While deep fake technologies may be used on occasion to mock individuals, their
primary purpose is to generate explicit material[9]. Images including the visages of several celebrities and
prominent figures have been digitally superimposed onto the physiques of pornographic models, and these
explicit visuals are readily accessible on the Internet [10]. Deepfake technology enables the creation of
satirical, pornographic, or political material using well-known individuals by utilizing their images and sounds
without their permission. Thanks to the accessibility of many programmes, anybody may create false content
that is indistinguishable from genuine material [11]. A significant number of adolescents are falling prey to
cyber bullying. If the situation reaches its most extreme outcome, a significant number of individuals may
resort to taking their own lives[12]. With a high degree of precision, the deep learning techniques were able
to learn salient facial biometric patterns for the purpose of face identification [13]. The databases that include
the human faces are used for the purpose of training models that are based on deep learning. The models that
are based on deep learning perform better than the skills of people when it comes to facial recognition.

Figure 1. Example of deepfake [14]
1.1 Creation of deepfake

There is a term that may be used interchangeably with the term "deepfakes technology" to refer to any video
or picture that has been altered via the use of deep neural networks. Standard computers are not capable of
performing this manipulation, which necessitates the use of high-end desktop PCs equipped with powerful
graphics cards or, even better, cloud computing capability. The amount of processing time necessary to train
deep neural networks that are responsible for the creation of deepfakes is reduced using this method. These
are the criteria that may be used to classify deepfakes in terms of face manipulation[15]:

1.1.1 Face swap

The type of face alteration that has become the most widespread in recent times is face swapping. The use of
a certain kind of deep neural network is what makes this possible. This particular kind is an autoencoder,
which is used in the process of feature extraction as well as picture compression [16], [17]. Reddit users have
been using the autoencoder structure, which consists of an encoder and a decoder, as the first step in the
process of creating deep fakes [18] [19]. It is the capacity to extract the original data from this medium
representation that is the fundamental concept of autoencoder. This is accomplished by first representing the
input data into a smaller and more compressed form. A visual representation of the process of making
deepfakes may be seen in Figure 2. The training of two autoencoders is often required for this operation. Each
autoencoder will operate on a collection of video clips of one individual from the two individuals whose
identities will be reversed. The target video is then sent to the incorrect decoder in order to generate a deepfake
face [20]. This occurs after the autoencoders have been trained. In general, deepfakes that are formed using
autoencoder do not pay much attention to the differences between the identities of the source face and the
target face. Instead, they make the swapped face seem to be the same as both the source face and the target
face.
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Figure 2. Deepfake creation process. Each autoencoder is trained on a set of images of one person
Face synthesis

For the purpose of generating non-existent genuine faces, generative adversarial networks, often known as
GAN:Ss, are used in this field. Deepfakes came into being as a consequence of the development of GANSs, which
contributed to the production of results that were shockingly realistic [21]. The most common method is the
employment of STYLEGAN, which is a subcategory of GANs. This method was used to generate the website
that seemed to be "this person does not exist” [22]. Researchers enhance the capabilities of the style GAN
architecture and propose a new version of the style GAN, which they call StyleGAN2 [23].

1.2 Deep learning techniques for deepfake

Deepfake technology, which involves the use of deep learning algorithms to create realistic-looking but
fabricated content, has seen various approaches within the realm of deep learning[24]. These approaches
leverage advanced neural network architectures and techniques to generate convincing fake images, videos,
or audio recordings. Here are some key types of approaches in deep learning for deepfakes:

1.2.1 Generative Adversarial Networks (GANSs): GANs are widely used in deepfake creation. GANSs consist
of two neural networks — a generator and a discriminator — engaged in a continuous adversarial dance. The
generator fabricates synthetic data, such as images, while the discriminator scrutinizes both real and generated
samples, striving to distinguish between the two. Through iterative training, the generator refines its abilities
to produce increasingly realistic content, while the discriminator hones its discernment skills. This dynamic
interplay results in the generation of remarkably convincing deepfakes that blur the line between reality and
fabrication. GANs have demonstrated their prowess in various deepfake applications, from altering facial
features to manipulating entire scenes in videos. The generator aims to produce realistic content, while the
discriminatorlearns to distinguish between real and generated data. The iterative training process results in the
generation of increasingly convincing deepfakes[25].

1.2.2 Variational Autoencoders (VAES): VAEs are another class of generative models that learn to encode
and decode data, enabling the generation of new content. In the context of deepfake generation, VAES operate
as generative models capable of encoding and decoding complex data distributions. Unlike traditional
autoencoders, VAEs introduce a probabilistic framework that enables the generation of diverse and realistic
outputs. In the deepfake domain, VAEs are employed to capture the inherent variability in facial expressions,
poses, and other features of human subjects. By learning a latent space representation, VAEs facilitate the
synthesis of new facial images that align with the learned distribution of real data. This method not only allows
for the creation of more convincing and natural-looking deepfakes but also provides a means to explore the
underlying structures of facial features.

1.2.3 Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) Networks: RNNs and
LSTMs are used for sequential data generation, such as deepfake videos or audio. These networks capture
temporal dependencies, allowing for the creation of more coherent and contextually relevant deepfake
content[26]. In the realm of deepfake detection, RNNs and LSTMs prove beneficial in scrutinizing the
temporal dynamics of facial expressions, lip movements, and overall consistency over time, allowing for more
accurate differentiation between genuine and manipulated videos [27]. However, challenges persist, including
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the need for extensive labeled training data to effectively train these networks and the computational
complexity associated with processing high-dimensional video sequences. Despite these challenges, the
application of RNNs and LSTMs underscores their potential to advance the state-of-the-art in both deepfake
generation and detection, contributing to the ongoing dialogue on the ethical and technological implications
of this rapidly evolving field.

2. Review of Literature

Ojha et al., (2023)[28]studied thatthe increasing prevalence of generative models necessitates the
development of versatile counterfeit picture detection systems. In this study, we first demonstrate the
inadequacy of the current approach, which involves training a deep neural network to classify genuine and
false photos, in accurately identifying counterfeit images generated by more recent iterations of generative
models when trained specifically to detect fake images produced by Generative Adversarial Networks
(GANSs). After conducting an examination, it has been shown that the classifier produced has an unbalanced
tuning towards the identification of patterns indicative of picture falsification. When provided with access to
the feature space of a large pretrained vision-language model, the basic approach of nearest neighbour
classification demonstrates unexpectedly strong generalisation capability in identifying counterfeit images
generated by various generative models. For instance, it outperforms the current state-of-the-art by an increase
of 15.07 mean Average Precision (mAP) and 25.90% accuracy when evaluated on previously unseen diffusion
and autoregressive models.

Hou et al., (2023)[29] examined that there has been significant advancement in the field of realistic face
forging methods, often referred to as DeepFake. As a result, a growing number of detection approaches for
DeepFake have been put out. This study aims to specifically reduce the statistical disparities in order to
circumvent advanced DeepFake detection methods. In pursuit of this objective, we provide a statistical
consistency attack (StatAttack) targeting DeepFake detectors, including two primary components. Initially, a
set of statistical-sensitive natural degradations, including exposure, blur, and noise, are chosen and
incorporated into the counterfeit photographs using an adversarial approach. Furthermore, it is observed that
the statistical disparities between natural images and DeepFake images exhibit a positive correlation with the
shifting of distributions between these two image types. Moreover, we propose an enhanced version of
StatAttack called MStatAttack. In MStatAttack, we successively introduce multi-layer degradations and
jointly optimise the combination weights using the loss function. The efficacy of our suggested attack strategy
in both white-box and black-box scenarios is shown via extensive experimentation with four spatial-based
detectors and two frequency-based detectors over four datasets.

Rafique et al., (2023)[30] analyzed that the proliferation of readily accessible material on social media,
coupled with the use of sophisticated tools and cost-effective computer infrastructure, has facilitated the
widespread production of deep fakes. Therefore, the development of a comprehensive system for discerning
authentic and counterfeit information has become imperative in the contemporary era of social media. This
study presents a novel approach for the automatic categorization of deep fake pictures via the use of advanced
techniques in Deep Learning and Machine Learning. Conventional machine learning (ML) methods that rely
on manual feature extraction are limited in their ability to catch intricate patterns that are not well-understood
or readily represented using basic features. The proposed framework does an initial Error Level Analysis of
the picture in order to ascertain if any modifications have been made to it. The provided picture is then used
by Convolutional Neural Networks (CNNs) to perform deep feature extraction. The feature vectors obtained
are next subjected to classification using Support Vector Machines and K-Nearest Neighbours, with hyper-
parameter optimisation being carried out. The approach provided in this study demonstrated the best level of
accuracy, reaching 89.5%, by using a combination of Residual Network and K-Nearest Neighbour techniques.
The findings demonstrate the effectiveness and resilience of the suggested methodology, therefore indicating
its potential use in identifying deep fake pictures and mitigating the associated risks of defamation and
propaganda.

Dong et al., (2023)[31] examined the generalisation capacity of binary classifiers in the context of deepfake
detection. The obstacle to their ability to generalise is attributed to the unforeseen acquired identity
representation on visual stimuli. Referred to as the Implicit Identity Leakage, this phenomenon has been
empirically validated via qualitative and quantitative analyses across many Deep Neural Networks (DNNs).
Moreover, drawing upon this comprehension, we put forward a straightforward but efficacious approach
referred to as the ID-unaware Deepfake Detection Model, with the aim of mitigating the impact of this
occurrence. The experimental findings provide substantial evidence that our strategy surpasses the current
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leading approach in terms of performance, as shown in evaluations conducted inside the dataset as well as
across other datasets.

Choudhury et al., (2023) [32] studied the rapid dissemination of false information across many social media
platforms has made it impossible to avoid incorporating it into our daily lives. As a result of the proliferation
of fake news across social and news platforms, identifying such content has become a hot topic in the academic
community. In this research, we evaluate the performance of the Support Vector Machine (SVM), Naive Bayes
(NB), Random Forest (RF), and Logistic Regression (LR) classifiers on four datasets including bogus news.
In the three datasets tested (Liar, Fake Job Posting, and Fake News), the SVM classifier obtained the maximum
accuracy at 61%, 97%, and 96%, respectively. In our unique GA-based false news detection algorithm, we
again take into account SVM, Naive Bayes, Random Forest, and Logistic Regression as potential fitness
functions. We found that our proposed technique yielded 61% accuracy using SVM and LR classifiers on the
LIAR dataset, and 97% accuracy using SVM and RF on the fabricated job posting dataset.

Raza et al., (2022)[33] stated that deepfake technology is used in the realm of synthetic media with the
purpose of creating fabricated visual and auditory information that is derived from pre-existing media of an
individual. Deepfake technology is used to convincingly alter a person's appearance and vocal characteristics
by substituting them with fabricated multimedia elements. The production of fabricated media information is
considered immoral and poses a significant harm to the community. Based on a recent analysis by Sensity, a
significant majority (over 96%) of deepfakes consist of explicit or offensive material. The main objective of
our research investigation is to identify deepfake media via the implementation of a very effective framework.
This study presents a unique strategy for predicting deepfakes, referred to as the Deepfake Predictor (DFP).
The suggested method combines the VGG16 model with a convolutional neural network architecture. The
transfer learning methods used for comparison are the Xception, NAS-Net, Mobile Net, and VGG16. The
DFP technique, as presented, demonstrated a precision rate of 95% and an accuracy rate of 94% in the context
of deepfake detection. The innovative DFP strategy shown in our study demonstrated superior performance
compared to transfer learning approaches and other contemporary research in the field.

Birunda et al., (2022)[34] studied one of the foremost issues in the realm of online social networks pertains
to the dissemination of counterfeit photos or manipulated colourized images, whereby individuals possess the
ability to introduce, eliminate, or modify visual content. Currently, there is a lack of viable models or
techniques capable of effectively discerning and classifying photographs as either authentic or counterfeit.
This research aims to use the flood fill technique for the purpose of accentuating the counterfeit item inside
the picture. Additionally, a solution based on Deep Learning is provided to ascertain the authenticity of the
image. The Twitter dataset is gathered and used as input for deep learning models, which are then trained to
discern the authenticity of images. The experimental assessments shown that the suggested framework
exhibits a 96% accuracy rate in detecting counterfeit photographs disseminated over the Twitter platform.

Dong et al., (2022)[35] analyzed the process by which deepfake detection algorithms acquire knowledge of
artefact characteristics in photos only via binary label supervision. In order to achieve this objective, three
theories pertaining to image matching are put forward. Deepfake detection methods discern the authenticity
of pictures by evaluating visual ideas that are unrelated to the original source or intended target, instead
focusing on identifying visual artefacts. In addition to overseeing binary labels, deepfake detection algorithms
acquire knowledge about visually significant artefacts via the FST-Matching process, which involves
comparing fake, source, and target pictures within the training dataset. The visual ideas of artefacts learnt
implicitly using FST-Matching in the unprocessed training set are susceptible to degradation when subjected
to video compression techniques. The aforementioned ideas are validated across several deep neural networks
in experimental settings. Moreover, building upon this comprehension, we provide the FST-Matching
Deepfake Detection Model as a means to enhance the efficacy of forgery detection on compressed video
content. The experimental findings demonstrate that our approach has exceptional performance, particularly
when used to films with high levels of compression, such as c40.

Chang et al., (2020)[36] analyzed that DeepFake technology has the capability to produce manipulated photos
and videos of superior quality that closely resemble authentic data. The quick pace of its growth elicits both
terror and introspection among individuals. This research introduces an enhanced VGG network, referred to
as NA-VGG, for the purpose of detecting DeepFake face images. The proposed network leverages image
noise and image augmentation techniques to increase its performance. To begin with, the use of the SRM filter
layer is employed as a means to identify tampering artefacts that may not be readily discernible in the RGB
channels. Subsequently, the image noise features are enhanced by augmentation of the image noise map, hence
diminishing the prominence of facial characteristics. Ultimately, the enhanced noise pictures are fed into the

IJRAR25C2106 | International Journal of Research and Analytical Reviews (IJRAR) www.ijrar.org | 787



© 2025 IJRAR August 2025, Volume 12, Issue 3 www.ijrar.org (E-ISSN 2348-1269, P- ISSN 2349-5138)
neural network for the purpose of training and evaluating the authenticity of the image. The use of the Celeb-
DF dataset in experimental analysis has shown that NA-VGG has exhibited significant advancements in
comparison to other contemporary false image detection methods.

Kesarwani et al., (2020) [37] examined the consumption of news obtained via social media is steadily
growing as a result of the fact that it is simple to access, that it is inexpensive, and that it is more appealing,
as well as the fact that it is capable of spreading "fake news." The pervasiveness of false news has the potential
to have negative repercussions, both for individuals and for society as a whole. On social media, some users
intentionally publish false material to get attention or to further their own financial or political interests. The
ability to distinguish between authentic and false news is a skill that has to be improved upon. The distinctive
characteristic of identifying bogus news on social media renders existing detection algorithms inefficient or
inappropriate. After then, it is necessary to take into consideration any secondary information. The social
actions of the user as documented on various social media platforms are an example of secondary information.
With the assistance of the K-Nearest Neighbor classifier, we will now provide a straightforward method for
identifying bogus news on social media platforms. This method was developed as part of this study endeavor.
When evaluated on the dataset consisting of Facebook news postings, we were able to get a classification
accuracy of about 79% using this model.

Jain et al., (2019) [38] studied that most people who use smartphones would rather get their news from social
media than the web. The news websites are the ones disseminating the information and serving as the
authority. The challenge is verifying the veracity of information shared on platforms like WhatsApp chats,
Facebook pages, Twitter, and other microblogs and social networking sites. Spreading false information as
news is bad for society. In emerging nations like India, putting an end to rumors and shifting attention to
accurate, certified news pieces is an urgent need. In this study, we provide both the model and the methods
for this task. The author made an effort, aided by machine learning and NLP, to compile the news and then
use a Support Vector Machine to establish whether or not the news was genuine. The suggested model's
findings are compared to those of previously used models. The suggested model performs well, with results
correctness defined to a level of 93.6%.

Bahad et al., (2019) [39] analyzed that the media is crucial to informing people about what's going on in the
world. Due to the Internet's fast growth, news may now travel rapidly via many online mediums such as social
networks and websites. Unverified or fraudulent news is disseminated via social networks and reaches
thousands of people without any scrutiny. Oftentimes, fake news is created to serve the economic and political
goals of misinforming and attracting readers. Fake news is a serious problem in modern culture. The study of
how to automatically evaluate the veracity of news items is an active area of study. Language models built
using deep learning techniques are more popular. Common deep learning models, such as Convolutional
Neural Networks (CNN) and Recurrent Neural Networks (RNN), can identify intricate patterns in textual data.
The recurrent neural network architecture known as Long Short-Term Memory (LSTM) may be used to
examine sequences of varying lengths. In this study, we provide a Bi-directional Long Short-Term Memory
(LSTM)-recurrent neural network-based model for detecting bogus news. The model's efficacy is evaluated
using two publicly accessible datasets of unstructured news items. The findings demonstrate that the Bi-
directional LSTM model is more accurate at detecting false news than the competing approaches of
convolutional neural networks (CNNSs), regular neural networks (RNNS), and unidirectional LSTMs.
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2.1 Comparison of reviewed technique

There is a wide range of authors who studied on Deep learning-based identification of deepfake images and

give their findings as shown below.

Table 1. Comparison of reviewed technique

Authors [Ref.] Technique Outcome

Ojhaetal., GAN The proposed method outperforms the current
(2023)[28] state-of-the-art by an increase of 15.07 mean
Average Precision (mAP) and 25.90% accuracy
when evaluated on previously unseen diffusion

and autoregressive models.
Hou et al., (2023)[29] DeepFake The efficacy of our suggested attack strategy in
technique both white-box and black-box scenarios is

shown via extensive experimentation with four
spatial-based detectors and two frequency-
based detectors over four datasets.

The approach provided in this study
demonstrated the best level of accuracy,
reaching 89.5%, by using a combination of
Residual Network and K-Nearest Neighbour
techniques.

The experimental findings provide substantial
evidence that our strategy surpasses the current
leading approach in terms of performance, as
shown in evaluations conducted inside the
dataset as well as across other datasets.

The findings indicate that our proposed
technique yielded 61% accuracy using SVM
and LR classifiers on the LIAR dataset, and
97% accuracy using SVM and RF on the
fabricated job posting dataset.

Rafique et al., K-NN and Residual
(2023)[30] network
Dong et al., DNN
(2023)[31]

Choudhury et al., SVM and LR
(2023) [32]
Razaet al., DFP

The DFP technique demonstrated a precision

(2022)[33] rate of 95% and an accuracy rate of 94% in the
context of deepfake detection.
Birunda et al., Deep learning The experimental assessments shown that the
(2022)[34] suggested framework exhibits a 96% accuracy
rate in detecting counterfeit photographs
disseminated over the Twitter platform.
Dong et al., FST-Matching The experimental findings demonstrate that our
(2022)[35] DeepFake detection | approach  has  exceptional  performance,
particularly when used to films with high levels
of compression, such as c40.
Chang et al., NA-VGG The wuse of the Celeb-DF dataset in
(2020)[36] experimental analysis has shown that NA-VGG

has exhibited significant advancements in
comparison to other contemporary false image
detection methods.
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Kesarwani et al., K-NN When evaluated on the dataset consisting of
(2020) [37] Facebook news postings, we were able to get a
classification accuracy of about 79% using this

model.
Jain et al., (2019) SVM The suggested model performs well, with
[38] results correctness defined to a level of 93.6%.

Bahad et al., (2019) CNN and RNN The findings demonstrate that the Bi-directional

[39] LSTM model is more accurate at detecting false
news than the competing approaches of
convolutional neural networks (CNNS), regular
neural networks (RNNs), and unidirectional
LSTMs.

3. Open Issues and Research direction

In spite of the fact that a significant amount of work has been put into developing deepfake creation and
detection, there are still a number of problems that have not been satisfactorily resolved. There will be a
discussion of some of them in the following.

3.1 Generalization Capability

It is evident in the literature that the majority of deepfake detection frameworks experience a significant loss
in performance when tested with deepfakes, manipulations, or datasets that were not included in their training.
Therefore, the task of identifying unfamiliar and innovative deepfakes or methods used to create deepfakes
remains a significant obstacle. The capacity of deepfake detectors to generalise is crucial for ensuring accurate
and reliable identification of manipulated media, hence fostering public confidence in the authenticity of
online information. Several first generalisation strategies have been suggested, but their effectiveness in
addressing newly developing deepfakes remains an unresolved matter.

3.2 Explain ability of Deepfake Detectors

The deepfake detection framework's interpretability and reliability are insufficient. The majority of deepfake
or face alteration detection approaches in existing research often lack an explanation for the final detection
conclusion. The black box nature of deep learning methods is mostly responsible for this. Existing deepfake
or face manipulation detection systems provide just a classification, confidence level, or probability score
indicating the likelihood of fakeness, without offering a detailed explanation of the findings. Having such a
description would be valuable in understanding the rationale behind the detector's specific conclusion.
Furthermore, the act of deepfake or face alteration, such as the application of digital cosmetics, may be carried
out with either harmless or harmful motives. However, current deepfake or face manipulation detection
algorithms are unable to differentiate the intention behind the manipulation. To enhance the interpretability
and reliability of the deepfake detection framework, using advanced approaches such fuzzy inference systems
[40], layer-wise relevance propagation [41], and the Neural Additive Model [42] may be advantageous.

3.3 Next-Generation Deepfake and Face Manipulation Generators

Enhanced deepfake and face manipulation generating techniques will facilitate the development of more
sophisticated and comprehensive deepfake detection algorithms. Some of the current datasets and generation
methods have several limitations. Firstly, they lack ultra-high-resolution samples, as the existing methods
typically generate samples with a resolution of 1014 x 1024, which is insufficient for the next generation of
deepfakes. Secondly, there are limited options for manipulating face attributes. The types of face attribute
manipulations are dependent on the training set, which restricts the range of manipulation characteristics and
attributes. It also means that novel attributes cannot be generated. Thirdly, there is a problem with video
continuity. The deepfake and face manipulation techniques, particularly identity swap, do not consider the
smooth continuation of video frames or physiological signals. Lastly, the current databases do not include
obvious fake samples, such as a human face with three eyes.
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3.4 Vulnerability to Adversarial Attacks

Recent research has shown that deep learning-based techniques for detecting deepfake and face manipulation
are susceptible to adversarial samples [43]. While contemporary detectors can well handle many forms of
deterioration, such as compression and noise, their accuracy significantly diminishes when subjected to
adversarial assaults. Hence, it is essential for future methods to include the capability to address both deepfakes
and hostile cases. In order to achieve this objective, the use of diverse multistream and filtering algorithms
might prove to be efficacious.

3.5 Mobile Deepfake Detector

Due to the large number of parameters and processing expense, neural network-based deepfake detection
algorithms, known for their impressive accuracy, are often not suitable for mobile platforms or apps. Compact
and efficient deep learning-based detection systems, suitable for deployment on mobile and wearable devices,
can significantly aid in combating deepfakes and fake news.

3.6 Lack of Large-Scale ML-Generated Databases

The majority of research on the identification of Al-generated face samples included the creation of a unique
database using different Generative Adversarial Networks (GANSs). As a result, several published research
exhibit varying levels of performance when it comes to GANs samples, due to the fluctuating and mostly
unknown quality of the samples created by GANs. Multiple publicly available databases of artificially
generated faces using Generative Adversarial Networks (GANSs) should be created to facilitate progress in this
challenging area of study.

4. Comparative analysis

In this section, several authors provide their results following the accuracy performance metrics, which are
described in table 2. According to Table 2, Rafique and his fellow students were able to greatly boost the
accuracy using the K-NN method and Residual network for detect the deepfake images, which resulted in
89.5%. By using a DFP method, Raza and his colleagues obtained 94% accuracy, while Jain and his colleagues
attained 93.4% accuracy using the SVM, which is minimum as compared to DFP. By using hybrid method
(SVM+RF), Choudhury and his colleagues achieved a superior accuracy of 97% which is greater as compared
to SVM, DFP method, and all other methods.

Table 2. Comparative analysis

Author Year Technique Accuracy
Rafique et al., [30] | 2023 | K-NN + Residual 89.5%
Network

Choudhury etal., | 2023 SVM+RF 97%
[32]

Raza et al., [33] 2022 DFP 94%

Jain et al., [38] 2019 SVM 93.6%

Kesarwani et al., 2020 K-NN 79%
[37]

The highly achieved accuracy is revealed in Fig. 3., as can be seen in the following graph. The SVM and
Random Forest (SVM+RF) has attained maximum accuracy which is 97% for detect the deepfake images as
compared to other methods as shown in the graph.
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Figure 4. Precision analysis

the Precision analysis shown in figure 4 of various studies, showing that Raza et al., [33] achieved the highest
precision at around 94%, while Rafique et al., [30] had the lowest, slightly above 80%. Other notable
performances include Bahad et al., [39] and Jain et al., [38], with F1-scores close to 92% and 89%,
respectively. The remaining studies by Choudhury et al., [32] and Kesarwani et al., [37] also demonstrated
commendable precision, with F1-scores near 82% and 86%. Overall, the graph highlights the variability in

precision across different research works.
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Figure 5. F1-Score analysis

the F1-scores for different methods, demonstrating how well they work in a comparison. With an F1-score of
84%, the k-NN+Residual Network method produced the lowest results. On the other hand, the SVM+RF
method performed better, achieving the maximum F1-score of 94%. Additionally successful were the k-NN
and DFP approaches, with F1-scores of 92% and 90%, respectively. Meanwhile, with F1-scores of 88% and
89%, SVM and CNN approaches demonstrated a moderate level of precision. Overall, the graph shows a
notable amount of variation in performance amongst the various approaches, with SVM+RF emerging as the
most successful strategy.

5. Discussion

Studying deep learning-based deepfake images has become a critical focus within the field of artificial
intelligence and computer vision, owing to the increasing sophistication and prevalence of deepfake
technology. Deep learning techniques, particularly Generative Adversarial Networks (GANSs) and Variational
Autoencoders (VAESs), play a pivotal role in the generation of highly convincing yet entirely synthetic visual
content. This research area involves a multifaceted discussion that encompasses both the creation and
detection of deepfake images. Researchers delve into the intricacies of GANs, exploring their ability to capture
and mimic intricate details such as facial expressions, gestures, and contextual nuances. The study of deepfake
generation extends to novel approaches, including the fusion of different architectures and the integration of
additional modalities like audio to create more convincing and sophisticated forgeries. The challenge lies in
adapting detection methods to keep pace with the rapid evolution of deepfake generation techniques,
necessitating a continuous cycle of innovation and refinement. he potential misuse of deepfake technology for
malicious purposes, such as misinformation, identity theft, or privacy invasion, adds a layer of urgency to
understanding and mitigating the risks associated with deepfakes. The discourse includes discussions on
responsible use, legal implications, and the development of countermeasures to protect individuals and society
at large.

6. Conclusion

The study of deep learning-based deepfake images represents a critical exploration into the complex and
evolving intersection of artificial intelligence and digital media manipulation. The rapid advancements in
generative models, particularly those employing techniques like Generative Adversarial Networks (GANSs)
and Variational Autoencoders (VAESs), have ushered in an era where the creation of highly convincing yet
entirely synthetic content is possible. The implications of deepfake technology extend across various domains,
from entertainment and creative arts to more serious concerns such as misinformation, identity theft, and
privacy breaches. According to the comparative analysis, the K-NN method is not efficient for detecting
deepfake images, showing low precision and accuracy at 79% and 84%, respectively. In contrast, the hybrid
method (SVM+RF) demonstrated superior performance with an F1-score of 94% and an impressive accuracy
of 97%. This highlights the significant potential of advanced hybrid models in outperforming traditional
methods. The study of deep learning-based deepfake images not only unravels the intricacies of algorithmic
creativity but also challenges us to develop robust countermeasures, fostering a technological landscape where
the benefits of Al are harnessed responsibly for the greater good.
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